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Abstract

Developing machine learning models heavily relies on access to data. To
build a responsible data economy and protect data ownership, it is crucial to
enable learning models from separate, heterogeneous data sources without
centralization. Federated learning (FL) aims to train models collectively across
massive remote devices or isolated organizations, while keeping user data
local. However, federated networks introduce a number of challenges beyond
traditional distributed learning scenarios. While FL has shown great promise
for enabling edge applications, current FL systems are hindered by several
constraints. In addition to being accurate, federated methods must scale to
potentially massive and heterogeneous networks of devices, and must exhibit
trustworthy behavior—addressing pragmatic concerns related to issues such
as fairness, robustness, and user privacy.

In this thesis, we aim to address the practical challenges of federated learn-
ing in a principled fashion. We study how heterogeneity lies at the center
of the constraints of federated learning—not only affecting the accuracy of
the models, but also competing with other critical metrics such as fairness,
robustness, and privacy. To address these metrics, we develop new, scalable
learning objectives and algorithms that rigorously account for and address
sources of heterogeneity. In particular, in terms of accuracy, we propose novel
federated optimization frameworks with convergence guarantees under real-
istic heterogeneity assumptions. In terms of trustworthiness, we develop and
analyze fair learning objectives which offer flexible fairness/utility tradeoffs.
We consider the joint constraints between fairness and robustness, and explore
personalized FL to provably address both of them simultaneously. Finally,
we study new differentially private optimization methods with improved
convergence behavior, achieving state-of-the-art performance under privacy
constraints.

Although our work is grounded by the application of federated learning,
we show that many of the techniques and fundamental tradeoffs extend
well beyond this use-case to more general applications of large-scale and
trustworthy machine learning.
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Federated networks need to satisfy critical constraints including accu-
racy/ef ciency, fairness, robustness, and privacy. Practical systems and
heterogeneity challenges can exacerbate the issues of accuracy and trust-
worthiness relative to centralized training. The overarching goal of this
thesis is to develop principled approaches to understanding and address-
ing these constraints and their interplays. Taking into account practical
challenges of the network, we explore how heterogeneity affects these
constraints, and how they interact with one another. . . . . . . .. .. ...

FedProxresults in signi cant convergence improvements relative to FedAvg
in heterogeneous networks. We simulate different levels of systems hetero-
geneity by forcing 0%, 50%, and 90% devices to be the stragglers (dropped
by FedAvq. (1) Comparing FedAvgand FedProx(m 0), we see that allow-
ing for variable amounts of work to be performed can help convergence

in the presence of systems heterogeneity. (2) Comparing FedProx(m 0)
with FedProx(mj 0), we show the bene ts of our added proximal term.
FedProxwith mj O leads to more stable convergence and enables oth-
erwise divergent methods to converge, both in the presence of systems
heterogeneity (50% and 90% stragglers) and without systems heterogene-
ity (0% stragglers). Note that FedProxwith m 0 and without systems
heterogeneity (no stragglers) corresponds to FedAvg We also report testing
accuracy in Figure 3.7, Appendix 3.7.3.2, and show that FedProximproves

the testaccuracyonalldatasets. . . . . ... .. ... .. ... .......

Effect of data heterogeneity on convergence. We remove the effects of
systems heterogeneity by forcing each device to run the same amount of
epochs. In this setting, FedProxwith m 0 reduces to FedAvg (1) Top row:
We show training loss (see results on testing accuracy in Appendix 3.7.3,
Figure 3.6) on four synthetic datasets whose statistical heterogeneity in-
creases from left to right. Note that the method with  m 0 corresponds to
FedAvg Increasing heterogeneity leads to worse convergence, but setting
mj Ocan help to combat this. (2) Bottom row: We show the corresponding
dissimilarity measurement (variance of gradients) of the four synthetic
datasets. This metric captures statistical heterogeneity and is consistent
with training loss—smaller dissimilarity indicates better convergence.
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3.3 Effectiveness of setting madaptively based on the current model perfor-
mance. We increasemby 0.1 whenever the loss increases and decreases it
by 0.1 whenever the loss decreases for 5 consecutive rounds. We initial-
ize mto 1 for Synthetic 11D (in order to be adversarial to our methods),
and initialize mto 0 for Synthetic (1,1). This simple heuristic works well
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on all datasets for both FedProxand FedDane While FedDangoerforms
similarly as FedProxon the IID data, it suffers from poor convergence on
the non-IID datasets. In the bottom gures, we show the results of FedDane
when we increase the number of selected devices in order to narrow the
gap between our estimated full gradient and the real full gradient (in the
gradient correction term). Note that communicating with all (or most of
the) devices is already unrealistic in practical settings. We observe that
although sampling more devices per round might help to some extent,
FedDanas still unstable and tends to diverge. This serves as additional
motivation for the speci c subproblem we propose in FedProx . ... ..
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performs better than dropping the stragglers ( FedAvg. . . .. ... .. ..

3.10 The testing accuracy of the experiments shown in Figure 3.9. . . . . . . ..

Xii

33

45



3.11 Full results of choosing madaptively on all the synthetic datasets. We
increase mby 0.1 whenever the loss increases and decreases it by 0.1
whenever the loss decreases for 5 consecutive rounds. We initialize mto 1
for the IID data (Synthetic-11D) (in order to be adversarial to our methods),
and initialize it to O for the other three non-1ID datasets. We observe that

this simple heuristic works well in practice. . . . . .. ... ... ...... 45

3.12 Differences between two sampling schemes in terms of training loss, test-
ing accuracy, and dissimilarity measurement. Sampling devices with
a probability proportional to the number of local data points and then
simply averaging local models performs slightly better than uniformly
sampling devices and averaging the local models with weights propor-
tional to the number of local data points. Under either sampling scheme,
the settings with m 1 demonstrate more stable performance than settings

4.1 Model performance (e.g., test accuracy) in federated networks can vary
widely across devices. Our objective, g-FFL, aims to increase the fair-
ness/uniformity of model performance while maintaining average perfor-
MANCE. . . . o e e e e e e e

4.2 o-FFLleads to fairer test accuracy distributions. While the average ac-
curacy remains almost identical (see Table 4.1), by settingg ; O, the
distributions shift towards the center as low accuracies increase at the cost
of potentially decreasing high accuracies on some devices. Settingg 0
corresponds to the original objective (3.1). The selectedqvalues for qj 0
on the four datasets, as well as distribution statistics, are also shown in
Table 4.1. . . . . . . e

4.3 ¢FFL(gj 0) compared with uniform sampling. In terms of testing accu-
racy, our objective produces more fair solutions than uniform sampling.
g-FFLachieves similar average accuracies and more fair solutions. . . . . .

4.4 For a xed objective (i.e., gFFLwith the same (), the convergence of ¢
FedAvg(Algorithm 4), g-FedSGRAlIgorithm 3), and FedSGLFor g-FedAvg
and g-FedSGpwe tune a best step-size onq 0 and apply that step-size
to solve g-FFLwith g j 0. For g-FedSGDwe tune the step-size directly.
We observe that (1) g-FedAvgconverges faster in terms of communica-
tion rounds; (2) our proposed ¢-FedSGBolver with a dynamic step-size
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4.8 The convergence speed ofg-FFL compared with FedAvg We plot the
distance to the highest accuracy achieved versus communication rounds.
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Chapter 1

Introduction

Mobile phones, wearable devices, and smart homes form just a few of the modern
distributed networks generating a wealth of data each day. Due to the growing com-
putational power of these devices—coupled with concerns over transmitting private
information—it is increasingly attractive to store data locally and push network com-
putation to the edge. For example, federated learning (FLiy a learning paradigm that
aims to enable ef cient and secure data sharing while keeping user data local. FL con-
siders collaboratively training machine learning models across remote devices or siloed
organizations in a privacy-preserving manner.

Federated learning has the ability to produce highly accurate statistical models by
aggregating knowledge from disparate data sources. Examples of potential applications
include: learning sentiment, semantic location, or activities of mobile phone users;
adapting to pedestrian behavior in autonomous vehicles; and predicting health events
like heart attack risk from wearable devices.

1.1 Canonical Problem Formulation

The canonical federated learning problem involves learning a single, globaktatistical
model from data stored on tens to potentially millions of remote devices. We aim to
learn this model under the constraint that device-generated data is stored and processed
locally, with only intermediate updates being communicated periodically with a central
server. In particular, the goal is typically to minimize the following objective function:

N

min Fpwg, where Fpwg: " peRpwa. (1.1)
K 1

o

Here, N is the total number of devices, py ¥ 0Oand ,px 1, and K is the local
objective function for the kth device. The local objective function is often de ned as the
empirical risk over local data, i.e., Fgpwq n—lk J.”kk 1 fi PV; X, Y, G Where ny is the number
of samples available locally. The user-de ned term p, speci es the relative impact of
each device, with two natural settings being py % or py % where n K Nk is the

1



total number of samples. While we will focus on this most popular objective in some
chapters, in this thesis, we also study other objectives or modeling approaches that are
appropriate depending on the application of interest.

To be successful, the eld of federated learning requires fundamental advances in
areas such as optimization, systems, and privacy, as federated networks present a variety
of practical challenges beyond traditional distributed learning scenarios.

1.2 Challenges of Federated Networks

Federated networks introduce and exacerbate a number of challenges for distributed
learning work ows, including expensive communication, systems heterogeneity, and
statistical heterogeneity, as discussed in detail in the following.

Challenge 1: Expensive Communication.  Communication is a critical bottleneck in
federated networks, which, coupled with privacy concerns over sending raw data,
necessitates that data generated on each device remain local. Indeed, federated networks
are potentially comprised of a massive number of devices, e.g., millions of smart phones,
and communication in the network can be slower than local computation by many
orders of magnitude [ 122 287. In order to t a model to data generated by the devices
in the federated network, it is therefore necessary to develop communication-ef cient
methods that iteratively send small messages or model updateas part of the training
process, as opposed to sending the entire dataset over the network. To further reduce
communication in such a setting, two key aspects to consider are: (i) reducing the total
number of communication rounds, or (ii) reducing the size of transmitted messages at
each round.

Challenge 2: Systems Heterogeneity. The storage, computational, and communication
capabilities of each device in federated networks may differ due to variability in hardware
(CPU, memory), network connectivity (3G, 4G, 5G, wi ), and power (battery level).
Additionally, the network size and systems-related constraints on each device typically
result in only a small fraction of the devices being active at once, e.g., hundreds of active
devices in a million-device network [ 36]. Each device may also be unreliable, and it is
not uncommon for an active device to drop out at a given iteration due to connectivity or
energy constraints. These system-level characteristics dramatically exacerbate challenges
such as straggler mitigation and fault tolerance. Federated learning methods that are
developed and analyzed must therefore: (i) anticipate a low amount of participation, (ii)
tolerate heterogeneous hardware, and (iii) be robust to dropped devices in the network.

Challenge 3: Statistical Heterogeneity.  Devices frequently generate and collect data in
a non-identically distributed manner across the network, e.g., mobile phone users have
varied use of language in the context of a next word prediction task. Moreover, the num-
ber of data points across devices may vary signi cantly, and there may be an underlying
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Figure 1.1. Federated networks need to satisfy critical constraints including accu-
racy/ef ciency, fairness, robustness, and privacy. Practical systems and heterogeneity
challenges can exacerbate the issues of accuracy and trustworthiness relative to central-
ized training. The overarching goal of this thesis is to develop principled approaches
to understanding and addressing these constraints and their interplays. Taking into
account practical challenges of the network, we explore how heterogeneity affects these
constraints, and how they interact with one another.

structure present that captures the relationship amongst devices and their associated
distributions. This data generation paradigm violates frequently-used independent and
identically distributed (I.1.D.) assumptions in distributed optimization, increases the
likelihood of stragglers, and may add complexity in terms of modeling, analysis, and
evaluation. Indeed, although the canonical federated learning problem of (1.1)aims
to learn a single global model, there exist other alternatives such as simultaneously
learning distinct local models via multi-task learning frameworks [cf. 264]. There is also
a close connection in this regard between leading approaches for federated learning
and meta-learning [ 170. Enabling personalizedr device-speci enodeling is often a more
natural approach to handling the statistical heterogeneity of the data.

Finally, privacy is often a major concern in federated learning applications. Federated
learning makes a step towards protecting data generated on each device by sharing
model updates, e.g., gradient information, instead of the raw data [ 79, 84]. However,
communicating model updates throughout the training process can nonetheless reveal
sensitive information [ 210. While recent methods aim to enhance the privacy of feder-
ated learning using tools such as secure multiparty computation or differential privacy,
these approaches often provide privacy at the cost of reduced model performance or
system ef ciency. Understanding and balancing these tradeoffs, both theoretically and
empirically, is a considerable challenge in realizing private federated learning systems.

While federated learning has shown great promise for enabling edge applications,
partly as a result of the major challenges above, current FL systems are hindered by
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several con icting constraints. In this thesis, our goal is to develop principled and
scalable approaches to understand and address the challenges of federated networks.
In particular, we aim to study how heterogeneity lies at the center of these practical
constraints—not only affecting the nal accuracy of the models, but also competing with
issues of trustworthiness (fairness, robustness, and privacy), as detailed below.

1.3 Constraints of Federated Learning

Accuracy and Scalability.  To be practically useful, federated methods must rst and
foremost deliver reasonably accurate solutions in an ef cient manner, even in light of
underlying data and systems heterogeneity.

Trustworthiness.  As FL applications aim to learn over client data while using client
devices as a distributed computing substrate, there are a number of issues related to
trustworthiness that are also critical to consider. These constraints commonly include (a)
client privacy due to the potential leakage of sensitive information when transmitting
information (e.g., model parameters) across the network, (b) robustness to device failures,
real-world data noise, and adversarial attacks, and (c) delivering fair performance to all
clients/devices.

Mitigating the potential negative impacts of heterogeneity on federated learning in
terms of separate metrics is already challenging, and it is even more so if we jointly
consider all metrics which may be fundamentally at odds with each other. For instance,
current methods that focus solely on accuracy or fairness are also at odds with robustness
constraints, as implementing current approaches can render federated learning systems
highly susceptible to adversarial attacks. It is therefore critical to develop and analyze
approaches to holistically addressing these connected constraints in realistic networks.

This thesis includes my PhD research on scalable and trustworthy (fair, robust, and
private) optimization algorithms and objective functions for both federated learning
and general machine learning (Figure 1.1). We rigorously analyze the convergence
of our optimization methods, and fairness, robustness, or privacy properties of the
proposed approaches. Through evaluation on a suite of realistic federated benchmarks,
we demonstrate the practical improvements and ef ciency of our works.

1.4 Overview of Contributions

In this section, we summarize the main contributions of this thesis on scalable and trust-
worthy learning in heterogeneous networks. We discuss background and preliminaries
in Chapter 2, and present each work in detail in Chapters 3-7. Although most of the
works are grounded by the application of federated learning, we show that many of the
techniques and fundamental tradeoffs explored in this thesis extend beyond this use-case
to general machine learning applications.



(Chapter 3) Accuracy/Scalability: Federated Optimization Methods under Systems
and Data Heterogeneity. FedAvg is the de facto optimization method in the federated
setting that allows for local updating and low participation. However, it does not fully ad-
dress the underlying challenges associated with heterogeneity. We propose FedProx[176],
which can be viewed as a generalization and re-parametrization of FedAvg (where we
add a proximal term to the local objective). While the algorithmic modi cation is minor,
theoretically, we provide the rst convergence guarantees for federated optimization
methods under realistic heterogeneity assumptions. Practically, we demonstrate that
in highly heterogeneous settings, FedProxyields more robust convergence. Federated
optimization has become an important topic that has received a signi cant amount of re-
cent research attention [29(. FedProx(as well as another principled variant we develop
named FedDang175) takes a rst step towards analyzing and improving federated
optimization under practical constraints (device unreliability, expensive communication,
and heterogeneity).

(Chapter 4) Fairness: Addressing Representation Disparity. Heterogeneity not only
affects the convergence of federated learning methods, but also poses challenges to
the fairnessof the nal model performance. For example, while models trained via
federated learning may be accurate on average, these models can sometimes perform
unfairly or even catastrophically on subsets of the network. This type of unfairness is
known as representation disparityand is a critical concern especially in massive cross-
device federated settings. To address unfairness stemming from heterogeneity, we
developed g-Fair FL (g-FFL) [182), a new optimization objective to minimize an aggregate
reweightedoss parameterized by g such that the devices with higher loss are given higher
relative weight. This framework allows for a tunablefairness/utility tradeoff through the
hyperparameter g, and is easy to implement in a scalable fashion.

(Chapter 5) Robustness: Handling Competing Constraints Between Fairness and
Robustness Through Personalization.  Simultaneously satisfying the constraints of
accuracy, fairness, and robustness is exceptionally dif cult. For instance, current fairness
approaches usually upweight worst-performing devices, thus being highly susceptible
to training time attacks from malicious devices. On the other hand, robust methods may
Iter out rare but informative updates, causing unfairness. In this setting, heterogeneitys
again a root cause for tension between these constraints—and is key in paving a path
forward. With this insight, we propose a multi-task learning (a framework that learns
shared, heterogeneous models) method,Ditto , as a uni ed approach for satisfying the
diverse constraints in federated learning [ 186. Theoretically, we analyze the ability of
Ditto to achieve fairness and robustness simultaneously on a class of linear problems.
Empirically, we demonstrate that Ditto not only achieves competitive performance
relative to recent personalization methods, but also enables more accurate, robust, and
fair models relative to state-of-the-art fair or robust baselines. Our Ditto work opens
up many interesting questions regarding the connections between personalization and
practical constraints.



(Chapter 6) Privacy: Private Adaptive Optimization. Privacy is a critical concern in
both centralized and federated learning, but the study of differential privacy (DP) in
machine learning has been largely limited to (variants) of the very basic SGD optimizer.
Considering the widely-used adaptive methods (such as AdaGrad), we observed that
privacy costs may negate the bene ts of adapting to gradient geometry. In particular,
the preconditioners might become less effective (e.g., being dominated by DP noise)
if naively privatizing existing adaptive optimizers. We proposed to leverage some
structures of gradients to construct more effective preconditioners with reduced privacy
noise, where the resulting algorithms can be applied to federated settings as well. For
instance, we leverage non-sensitive side information to precondition the gradients [ 187).
In other cases where such information is not available, we rely on the observation that
adaptive methods can tolerate stale preconditioners, and constructed delayed but less
noisy preconditioners from historical gradients [ 188. We prove that in both cases, the
private adaptive methods can reduce the amount of privacy noise when the gradients
are sparse. This takes an initial step towards guaranteeing differential privacy by default
in conjunction with modern learning objectives and algorithms.

(Chapter 7) Extensions to General ML Problems: Tilted Empirical Risk Minimization
The insights from g-FFL can be further extended to general ML problems. In partic-
ular, the empirical risk minimization objective is typically designed to perform well

on the average loss, which can result in models that are sensitive to outliers, general-
ize poorly, or treat subgroups unfairly. We propose tilted empirical risk minimization
(TERM) [184, 185, a uni ed framework to address all these issues through a exible
parameter called the tilt. By tuning this parameter, we show that we are able to tune the
impact of individual losses to provably decrease the in uence of outliers, enable fairness
or robustness, and provide better generalization. We additionally analyze various prop-
erties of TERM and its connections with other risk-averse formulations and apply it to
numerous modern ML problems. TERM can match the performance of state-of-the-art
approaches on many applications, converges almost as quickly as standard mini-batch
SGD, and has inspired the design of new objectives with favorable properties. Both the
g-FFLand TERM objectives have become common baselines in the areas of fair/robust
learning.

1.5 Excluded Work

Federated learning differs signi cantly from traditional distributed environments—
requiring fundamental advances in areas such as privacy, large-scale machine learning,
and distributed optimization, and raising new questions at the intersection of diverse
elds, such as machine learning and systems [177]. In this section, | describe the research
| am involved in that is not included as part of this thesis.

To address the entire pipeline, it is important to develop comprehensive solutions
considering various critical aspects of real-world scenarios including system automation,
tools and benchmarks, and incorporation of domain knowle€dtiesr projects on this front
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(where | am not the primary contributor) include hyperparameter tuning at scale in fed-
erated settings [154], better client selection strategies in massive networks [24], lifecycle
management of machine learning systems and operations, applying federated learning
to the application of anomaly detection across IoT devices [ 313, and incentivizing clients
to participate in federation [53].

We have also developed common resources for federated learning that have been
widely adopted by the community, including an FL survey [ 177 and two benchmarks
on federated datasets 3] and personalized federated learning [ 301] to help with repro-
ducibility and facilitate research progress in the related areas.
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Chapter 5 is based on joint work with Shengyuan Hu, Ahmad Beirami, and Virginia
Smith [186. Chapter 6 is based on joint works with Manzil Zaheer, Ken Ziyu Liu,
Sashank Reddi, Brendan McMahan, and Virginia Smith [187, 188].
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Chapter 2

Preliminaries and Related Work

In this chapter, we discuss the background and related work of this thesis. As federated
learning (or machine learning) is a quickly growing area, we do not aim to cover complete
literature of each topic; but rather, discuss only closely-related works, highlight their
connections with our works, and defer interested readers to other references. We also set
up de nitions of fairness, robustness, and privacy considered in this thesis.

2.1 Distributed and Federated Optimization

Large-scale machine learning, particularly in data center settings, has motivated the
development of numerous distributed optimization methods in the past decade [see,
e.g.,39, 65,66, 172 236, 241, 253 267, 323 325. However, as computing substrates such
as phones, sensors, and wearable devices grow both in power and in popularity, it
is increasingly attractive to learn statistical models locally in networks of distributed
devices, in contrast to moving the data to the data center. Recent optimization methods
have been proposed that are tailored to the speci c challenges in the federated setting.
These methods have shown signi cant improvements over traditional distributed ap-
proaches such as ADMM [39] or mini-batch methods [ 66] by allowing both for inexact
local updating in order to balance communication vs. computation in large networks,
and for a small subset of devices to be active at any communication round [ 208 264]. For
example, Smith et al. [264] propose a communication-ef cient primal-dual optimization
method that learns separate but related models for each device through a multi-task
learning framework. In the non-convex setting, Federated Averaging (FedAvg), a heuris-
tic method based on averaging local Stochastic Gradient Descent (SGD) updates in the
primal, has instead been shown to work well empirically [208].

Unfortunately, FedAvg is quite challenging to analyze due to its local updating
scheme, the fact that few devices are active at each round, and the issue that data is
frequently distributed in a heterogeneous nature in the network. In particular, as each
device generates its own local data, statistical heterogeneitig common with data being
non-identically distributed between devices. Several works have made steps towards
analyzing FedAvg in simpler, non-federated settings. For instance, parallel SGD and
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related variants [ 191, 236, 253 272, 289, 300, 323 329, which make local updates similar
to FedAvg, have been studied in the 11D setting. However, the results rely on the premise
that each local solver is a copy of the same stochastic process (due to the 11D assumption).
This line of reasoning does not apply to the heterogeneous setting.

Although some recent works [ 110 131, 294, 311] have explored convergence guaran-
tees in statistically heterogeneous settings, they make the limiting assumption that all
devices patrticipate in each round of communication, which is often infeasible in realistic
federated networks [ 20§. Further, they rely on speci ¢ solvers to be used on each device
(either SGD or GD), as compared to the solver-agnostic framework proposed herein, and
add additional assumptions of convexity [ 294 or uniformly bounded gradients [ 317]
to their analyses. There are also heuristic approaches that aim to tackle statistical het-
erogeneity by sharing the local device data or server-side proxy data [ 123 127, 327].
However, these methods may be unrealistic: in addition to imposing burdens on network
bandwidth, sending local data to the server [ 127] violates the key privacy assumption
of federated learning, and sending globally-shared proxy data to all devices [ 123 327]
requires effort to carefully generate or collect such auxiliary data.

Beyond statistical heterogeneity, systems heterogeneity also a critical concern in
federated networks. The storage, computational, and communication capabilities of each
device in federated networks may differ due to variability in hardware (CPU, memory),
network connectivity (3G, 4G, 5G, wi ), and power (battery level). These system-level
characteristics dramatically exacerbate challenges such as straggler mitigation and fault
tolerance. One strategy used in practice is to ignore the more constrained devices failing
to complete a certain amount of training [ 36]. However, this can have negative effects
on convergence as it limits the number of effective devices contributing to training, and
may induce bias in the device sampling procedure if the dropped devices have speci c
data characteristics.

Our FedProx framework (Chapter 3) is capable of handling heterogeneous feder-
ated environments while maintaining similar privacy and computational bene ts. We
analyze the convergence behavior of the framework through a statisticaldissimilarity
characterization between local functions, while also taking into account practical systems
constraints. Our dissimilarity characterization is inspired by the randomized Kaczmarz
method for solving linear system of equations [ 139, 274, a similar assumption of which
has been used to analyze variants of SGD in other settings [see, e.9.250, 283 310. Our
proposed framework provides improved robustness and stability for optimization in
heterogeneous federated networks.

2.2 Fair Federated Learning

Fairness in Machine Learning.  Fairness is a broad topic that has received much at-
tention in the machine learning community, though the goals often differ from that
described in this work. Indeed, fairnessn machine learning is typically de ned as the
protection of some speci c attribute(s). Two common approaches are to preprocess the
data to remove information about the protected attribute, or to post-process the model
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by adjusting the prediction threshold after classi ers are trained [ 44, 91, 111]. Another
set of works optimize an objective subject to some fairness constraints during training
time [7, 23, 59, 83, 113 299 315 316. Our fairness work described in Chapter 4 also
enforces fairness during training, although we de ne fairness as the uniformity of the
accuracy distribution across devices (De nition 1) in federated learning, as opposed to
the protection of a speci c attribute. Although some works de ne accuracy parity to
enforce equal error rates among speci ¢ groups as a notion of fairness [ 59, 315, devices
in federated networks may not be partitioned by protected attributes, and our goal is
not to optimize for identical accuracy across all devices. Cotter et al. [59] use a notion of
“minimum accuracy', which is conceptually similar to our goal. However, it requires one
optimization constraint for each device, which would result in hundreds to millions of
constraints in federated networks.

Fairness in Resource Allocation.  Fair resource allocation has been extensively studied
in elds such as network management [ 85, 106, 151, 221] and wireless communica-
tions [86, 220, 248 256. In these contexts, the problem is de ned as allocating a scarce
shared resource, e.g., communication time or power, among many users. In these cases,
directly maximizing utilities such as total throughput may lead to unfair allocations
where some users receive poor service. As a service provider, it is important to improve
the quality of service for all users while maintaining overall throughput. For this reason,
several popular fairness measurements have been proposed to balance between fairness
and total throughput, including Jain's index [ 126, entropy [ 239, max-min/min-max
fairness [234)], and proportional fairness [ 150. A uni ed framework is captured through
a-fairness [164, 214, in which the network manager can tune the emphasis on fairness
by changing a single parameter, a.

To draw an analogy between federated learning and the problem of resource allo-
cation, one can think of the global model as a resource that is meant to serve the users
(or devices). In this sense, it is natural to ask similar questions about the fairness of the
service that users receive and use similar tools to promote fairness. Despite this, we are
unaware of any works that use a-fairness from resource allocation to modify objectives in
machine learning. Inspired by the a-fairness metric, we propose a similarly modi ed ob-
jective, g-Fair Federated Learning (g-FFL (Chapter 4), to encourage a more fair accuracy
distribution across devices in the context of federated training (De nition 1). Similar to
the a-fairness metric, our g-FFLobjective is exible enough to enable tradeoffs between
fairness and other traditional metrics such as accuracy by changing the parameter q.
In Section 4.3, we show empirically that the use of g-FFLas an objective in federated
learning enables a more uniform accuracy distribution across devices—signi cantly
reducing variance while maintaining the average accuracy.

Fairness in Federated Learning. Due to the heterogeneity of the data in federated
networks, it is possible that the performance of a model will vary signi cantly across the

devices. This concern, also known asrepresentation disparitj113, is a major challenge in
FL, as it can potentially result in uneven outcomes for the devices. Throughout the thesis,
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our fairness notion in the context of federated learning is formally de ned as below.

De nition 1 (Fairness) We say that a mode¥, is more fair thanw; if the test performance
distribution ofw; across the network igore uniform than that ofws,, i.e.,std t Rpw1qyp ks

std t RqpvoQqype s Where Rp gdenotes the test loss on devidaKs and stdt u denotes the
standard deviation. In the presence of adversaries, we measure fairness only on benign devices.

We note that there exists a tension between variance and utility in the de nition
above; in general, a common goal is to lower the variance while maintaining a reasonable
average performance (e.g., average test accuracy). To address representation disparity,
it is common to use minimax optimization [ 68, 215 or exible sample reweighting ap-
proaches [182, 184 to encourage a more uniform quality of service. For instance, Mohri
et al. [215] proposed a minimax optimization scheme, Agnostic Federated Learning ( AFD,
which optimizes for the performance of the single worst device. This method has only
been applied at small scales (for a handful of devices). Compared to AFL our fairness
objective (Chapater 4) is more exible as it can be tuned based on the desired amount
of fairness. In all cases, by up-weighting the importance of rare devices or data, fair
methods may not be robust in that they can easily over t to corrupted devices. The
tension between fairness and robustness (de ned broadly) has been studied in previous
works, though for different notions of fairness (equalized odds) or robustness (backdoor
attacks) [288, or in centralized settings [ 47]. In Chapter 5, we explore two speci ¢ forms
of fairness (de ned herein) and robustness (see next section), and develop new methods
to address them jointly.

2.3 Robust Federated Learning

Training-time attacks (including data poisoning and model poisoning) have been exten-
sively studied in prior work [ 33, 52, 80, 103 124, 124, 194, 252, 288 303. In federated
settings, a number of strong attack methods have been explored, including scaling mali-
cious model updates [22], collaborative attacking [ 276, defense-aware attacks P9, 90,
and adding edge-case adversarial training samples [288].

In Chapter 5, we investigate a simple, scalable technique to simultaneously improve
accuracy, fairness, and robustness in federated learning. Our work aims to investigate
common attacks related to Byzantine robustness [163], as formally described below.

De nition 2 (Robustness) We are conceptually interested in Byzantine robustné&g||

where the malicious devices can send arbitrary updates to the server to compromise training. To
measure robustness, we assess the mean test performance on benign devices, i.e., we consider
modelw; to be more robust thaw, to a speci ¢ attack if the mean test performance across the
benign devices is higher for moael thanw, after training with the attack. We examine three
widely-used attacks in our threat model:

* (Al) Label poisoningCorrupted devices do not have access to the training APIs and
training samples are poisoned with ipped (if binary) or uniformly random noisy
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labels [29, 32].

* (A2) Random updatesdMalicious devices send random zero-mean Gaussian parame-
ters [304].

* (A3) Model replacementMalicious devices scale their adversarial updates to make them
dominate the aggregate updates [22].

While non-exhaustive, these attacks have been commonly studied in distributed and
federated settings, and explore corruption at various points (the underlying data, labels,
or model). In terms of defenses, robust aggregation is a common strategy to mitigate
the effect of malicious updates [35, 114, 171, 230, 277]. Other defenses include gradient
clipping [ 277] or normalization [ 121]. While these strategies can improve robustness,
they may also produce unfair models by Itering out informative updates, especially in
heterogeneous settings R8§. In our experiments, we compare our proposed approach
with several strong defenses (median, gradient clipping [ 277, Krum, Multi-Krum [ 35,
gradient-norm based anomaly detector [ 22], and a new defense proposed herein) and
show that our approach can improve both robustness and fairness compared with these
methods.

2.4 Personalized Federated Learning

Given the variability of data in federated networks, personalization is a natural approach
used to improve accuracy. Numerous works have proposed techniques for personalized
federated learning. Smith et al. [265] rst explore personalized FL via a primal-dual
MTL framework, which applies to convex settings. Personalized FL has also been
explored through clustering [e.g., 100, 216, 249, netuning/transfer learning [ 312 328,
meta-learning [50, 88, 132, 153 169 261], and other forms of MTL, such as hard model
parameter sharing [8, 19(] or the weighted combination method in Zhang et al. [322].
Our work (Chapter 5) differs from these approaches by simultaneously learning local and
global models via a global-regularized MTL framework, which applies to non-convex
ML objectives.

Similar in spirit to our approach are works that interpolate between global and local
models [69, 202. However, as discussed in Deng et al. [69], these approaches can effec-
tively reduce to local minimizers without additional constraints. The most closely related
works are those that regularize personalized models towards their average [ 72, 107, 108,
which can be seen as a form of classical mean-regularized MTL [87]. Our objective is simi-
larly inspired by mean-regularized MTL, although we regularize towards a global model
rather than the average personalized model. One advantage of this is that it allows for
methods designed for the global federated learning problem (e.g., optimization methods,
privacy/security mechanisms) to be easily re-used in our framework, with the bene t
of additional personalization. We compare against a range of personalized methods
empirically, showing that our approach achieves similar or superior performance across
a number of common FL benchmarks.

Finally, a key contribution of our work is jointly exploring the robustness and fairness
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bene ts of personalized FL. The bene ts of personalization for fairness alone have been
demonstrated empirically in prior work [ 109, 291]. Connections between personalization
and robustness have also been explored in Yu et al.[312], although the authors propose
using personalization methods on top of robust mechanisms. Our work differs from
these works by arguing that MTL itself offers inherent robustness and fairness bene ts,
and exploring the challenges that exist when attempting to satisfy both constraints
simultaneously.

2.5 Differentially Private Machine Learning

Differentially private (DP) training is a common tool for federated learning, which in-
spires our work; but our research on private optimization applies to general ML problems
(Chapter 6). Informally, differential privacy in machine learning offers protection by
masking the in uence of individual examples (example-level DP, e.g. [ 4, 25, 269) or all
of the examples from one user (user-level DP, e.g. [143 210) on the trained model. There
are many algorithms to achieve this, including object perturbation, gradient perturba-
tion, and model perturbation. This thesis focuses on the popular gradient perturbation
method with Gaussian mechanisms [ 84]. Without gdditional assumptions on the prob-

lem structure, DP algorithms can suffer from Opn—ﬂq excess empirical risk where d is
the dimension of the model parameters and n is the number of training samples [ 25].
It is possible to mitigate such a dependence in the unconstrained setting [ 141, 27Q or
assuming oracle access to a constant-rank gradient subspacel41, 333. However, these
assumptions may not be satis ed in practice.

Unless much larger batch sizes and possibly larger datasets are used, DP mechanisms
often lead to a signi cant utility drop. Extensive research has thus been devoted to
investigating improved privacy/utility/computation tradeoffs for DP-SGD, including
various training techniques (e.g., data augmentation and large-batch training) [ 64],
leveraging public data [ 15, 333, and releasing gradient statistics via tree aggregation to
reduce the amount of noise [46, 70, 143. These prior works are orthogonal to and could
be applied in conjunction with our proposed method in Chapter 6, focusing on adaptive
optimizers. Recent work [ 15] proposes to use public data differently (evaluating public
loss as the mirror map in a mirror descent algorithm) to obtain dimension-independent
bounds. However, this method do not account for gradient preconditioning, as their
approximation is a linear combination of private and public gradients.

In gradient-based optimization, adaptive optimizers and their properties have been
extensively studied [e.qg., 78, 155 218 31§. They effectively result in coordinate-wise
learning rates, which can be advantageous for many learning problems. The precon-
ditioners can be estimated via a moving average of mini-batch gradients (as in, e.g.,
Adam) or simply by calculating the sum of gradients so far (AdaGrad). In the context of
adaptive differentially private optimization, we note that "adaptivity' may have various
meanings. For example, Andrew et al. [16] adaptively set the clipping threshold based
on the private estimation of gradient norms. To reduce privacy cost in iterative DP algo-
rithms, it is natural to consider applying adaptive optimizers (e.g., AdaGrad [ 78, 207),
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RMSProp [117], AMSGrad [ 237], and Yogi [ 318)) to speed up convergence. Our work
is related to this line of work that aims to develop and analyze differentially private
variants of common adaptive optimizers (e.g., private AdaGrad, private Adam), which
mostly focus on estimating gradient statistics from noisy gradients [ 20, 229 332. How-
ever, estimating gradient moments in this way may yield preconditioners with too much
noise, resulting in adaptive methods that may not have meaningful improvements over
DP-SGD.

In Chapter 6, we propose two methods to handle this issue. The rst one (hamed
AdaDPHeverages side information (such as summary statistics or proxy data) to estimate
the preconditioner. Previous works differ from AdaDP$ the order of preconditioning
and privatization, the techniques used to approximate the gradient geometry, and the
convergence analysis (see Section 6.3 for details). In addition, without access to public
data, we propose DP, using delayed preconditioners to reduce noise. We also note that
previous works have explored the high-level direction of delayed preconditioners, but
mainly as a compromise for computational considerations in non-private training [ 104).
In DP, we instead show that staleness can be leveraged to improve privacy/utility
tradeoffs in private adaptive optimization.

In terms of privacy formulations, we consider classic sample-level DP in centralized
settings, and a variant of it— user-level DP—in distributed/federated environments. We
de ne both more formally below.

De nition 3 (Differential privacy [ 82]). A randomized algorithnM is p# dg-differentially
private if for all neighbouring dataset, D1differing by one element, and every possible subset
of outputs O,

PrpM pDgROgeePr M pDgR0  d.

Within DP, neighbouring datasets can be de ned in different ways depending on the
application of interest. In this work, we also apply AdaDP%o federated learning, where
differential privacy is commonly de ned at the granularity of users/devices [ 144, 210,
as stated below.

De nition 4 (User-level DP for federated learning [ 210]). A randomized algorithnM is
P4 derdifferentially private if for all datasetd, U 1differing by one user, and every possible subset
of outputs O,

PrpM pJgRoqeePr M pulgpo  d.

2.6 Fair or Robust Learning Beyond FL

Our insights in the fair federated learning work [ 187 lead us to develop and analyze
a uni ed objective function—tilted empirical risk minimization (TERM)—to handle

fairness and robustness. TERM is parameterized by a constantt to control the impact
of individual losses. Our TERM work [ 184, 185 (Chapter 7) applies broadly to a range
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of ML applications, achieving competitive performance with state-of-the-art, problem-
speci ¢ approaches. Here we discuss related problem-speci ¢ works in machine learning
addressing de ciencies of ERM to achieve fairness or robustness and their connections
with TERM. We roughly group them into alternate aggregation schemes, alternate loss
functions, and sample re-weighting schemes.

Alternate Aggregation Schemes. A common alternative to the standard average loss
in empirical risk minimization is to consider a min-max objective, which aims to min-
imize the max-loss. Min-max objectives are commonplace in machine learning, and
have been used for a wide range of applications, such as ensuring fairness across sub-
groups [113 161, 215 247, 271, 281], enabling robustness under small perturbations [ 262,
or generalizing to unseen domains [ 285. Our TERM objective can be viewed as a mini-
max smoothing [ 157, 227] with the added exibility of a tunable t to allow the user to op-
timize utility for different quantiles of loss similar to superquantile approaches| 160 243,
directly trading off between robustness/fairness and utility for positive and negative
values of t. However, the TERM objective remains smooth (and ef ciently solvable) for
moderate values of t, resulting in faster convergence even when the resulting solutions
are effectively the same as the min-max solution or other desired quantiles of the loss. In-
terestingly, Cohen et al. introduce Simnets [ 55, 56], with a similar exponential smoothing
operator, though for a differing purpose of achieving layer-wise operations betweersum
and max in deep neural networks.

Alternate Loss Functions.  Rather than modifying the way the losses are aggregated,
as in (smoothed) min-max or superquantile methods, it is also quite common to modify
the losses themselves. For example, in robust regression, it is common to consider losses
such as thel; loss, Huber loss, or general M -estimators [119 as a way to mitigate the
effect of outliers [ 30]. Wang et al. [295] study a similar exponentially tilted loss for robust
regression and characterize the break down point, though it is limited to the squared loss
and only corresponds to TERM with t 0. Losses can also be modi ed to address outliers
by favoring small losses [ 314, 326 or gradient clipping [ 211]. Some works mitigate label
noise by explicitly modeling noise distributions into end-to-end training combined with

an additional noise model regularizer [ 135 136. On the other extreme, the largest losses
can be magni ed to encourage focus on hard samples [182, 192 296, which is a popular
approach for curriculum learning. Constraints could also be imposed to promote fairness
during the optimization procedure [ 13,23 58, 73,111, 198 231, 240 315 317]. A line of
work proposes a-loss, which is able to promote fairness or robustness for classi cation
tasks [27§. Ignoring the log portion of the objective, TERM can be viewed as an alternate
loss function exponentially shaping the loss to achieve both of these goals with a single
objective, i.e., magnifying hard examples with t j 0 and suppressing outliers with
t 0. In addition, we show that TERM can even achieve both goals simultaneously with
hierarchical multi-objective optimization.
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Sample Re-Weighting Schemes. There exist approaches that implicitly modify the
underlying ERM objective by re-weighting the in uence of the samples themselves.
These re-weighting schemes can be enforced in many ways. A simple and widely used
example is to subsample training points in different classes. Alternatively, one can
re-weight examples according to their loss function when using a stochastic optimizer,
which can be used to put more emphasis on “hard” or “unfair” examples|[ 6, 128 149, 166
257]. Re-weighting can also be implicitly enforced via the inclusion of a regularization
parameter [5], loss clipping [ 306, or modelling crowd-worker qualities [ 152. Such
an explicit re-weighting has been explored for other applications [e.g., 48, 96, 130, 192
238 259, though in contrast to these methods, TERM is applicable to a general class
of loss functions, with theoretical guarantees. TERM is equivalent to a dynamic re-
weighting of the samples based on the values of the objectives, which could be viewed as
a convexi ed version of loss clipping. We note that such view holds more generally for
all distributionally robust objectives [ 263. We compare to several sample re-weighting
schemes empirically.
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Chapter 3

Accuracy: Federated Optimization in
Heterogeneous Networks

The rst question we would like to ask in this thesis is: How does systems and statistical

heterogeneity affect optimization? How can we develop methods to ensure that federated
methods converge to the correct solution ef ciently under heterogeneity? This chapter
presents a scalable and principled optimization framework to explore thesis questions,
leveraging a device similarity characterization.

3.1 Overview

Federated learning has emerged as an attractive paradigm for distributing training of
machine learning models in networks of remote devices. While there is a wealth of
work on distributed optimization in the context of machine learning, two key challenges
distinguish federated learning from traditional distributed optimization: high degrees of
systems and statistical heterogenéify78, 208].

In an attempt to handle heterogeneity and tackle high communication costs, opti-
mization methods that allow for local updating and low participation are a popular
approach for federated learning [ 208, 264]. In particular, FedAvg[20§ is an iterative
method that has emerged as the de facto optimization method in the federated setting.
At each iteration, FedAvgrst locally performs E epochs of stochastic gradient descent
(SGD) on K devices—where E is a small constant and K is a small fraction of the total
devices in the network. The devices then communicate their model updates to a central
server, where they are averaged.

While FedAvghas demonstrated empirical success in heterogeneous settings, it does
not fully address the underlying challenges associated with heterogeneity. In the context
of systems heterogeneity, FedAvgdoes not allow participating devices to perform vari-

IPrivacy is a third key challenge in the federated setting. While not the focus of this work, standard
privacy-preserving approaches such as differential privacy and secure multiparty communication can
naturally be combined with the methods proposed herein—particularly since our framework proposes
only lightweight algorithmic modi cations to prior work.
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able amounts of local work based on their underlying systems constraints; instead it is
common to simply drop devices that fail to compute E epochs within a speci ed time
window [ 36]. From a statistical perspective, FedAvghas been shown to diverge empiri-
cally in settings where the data is non-identically distributed across devices [e.g., 208 Sec
3]. Unfortunately, FedAvgis dif cult to analyze theoretically in such realistic scenarios
and thus lacks convergence guarantees to characterize its behavior (see Section 2.1 for
additional details).

In this work, we propose FedProx a federated optimization algorithm that addresses
the challenges of heterogeneity both theoretically and empirically. A key insight we
have in developing FedProxis that an interplay exists between systems and statistical
heterogeneity in federated learning. Indeed, both dropping stragglers (as in FedAvg
or naively incorporating partial information from stragglers (as in  FedProx with the
proximal term set to 0) implicitly increases statistical heterogeneity and can adversely
impact convergence behavior. To mitigate this issue, we propose adding a proximal
term to the objective that helps to improve the stability of the method. This term
provides a principled way for the server to account for heterogeneity associated with
partial information. Theoretically, these modi cations allow us to provide convergence
guarantees for our method and to analyze the effect of heterogeneity. Empirically,
we demonstrate that the modi cations improve the stability and overall accuracy of
federated learning in heterogeneous networks—improving the absolute testing accuracy
by 22% on average in highly heterogeneous settings.

We present our proposed framework, FedProx in Section 3.2, and derive convergence
guarantees for the framework accounting for both statistical and systems heterogeneity
in Section 3.3. Finally, in Section 3.4, we provide a thorough empirical evaluation of
FedProxon a suite of synthetic and real-world federated datasets. Our empirical results
help to illustrate and validate our theoretical analysis, and demonstrate the practical
improvements of FedProxover FedAvgin heterogeneous networks.

3.2 Federated Optimization: Methods

In this section, we introduce the key ingredients behind recent methods for federated
learning, including FedAvg and then outline our proposed framework, FedProx

Federated learning methods [e.g., 208, 264 are designed to handle multiple devices
collecting data and a central server coordinating the global learning objective across the
network. In particular, as mentioned in Chapter 1, the aim is to minimize:

N

min fpvg © pcRewg  ExrRowgs (3.1)
k 1

o

where N is the number of devices, py ¥ 0, and |, px=1. In general, the local objec-
tives measure the local empirical risk over possibly differing data distributions Dy, i.e.,
Raowg:  Ey, p,rfkow; xgs with n, samples available at each devicek. Hence, we can
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set pk:%, where n= |, ny is the total number of data points. In this work, we consider
Fgpwqto be possibly non-convex.

To reduce communication, a common technique in federated optimization is that on
each device, alocal objective functiobased on the device's data is used as a surrogate
for the global objective function. At each outer iteration, a subset of the devices are
selected andlocal solversare used to optimize the local objective functions on each of
the selected devices. The devices then communicate their local model updates to the
central server, which aggregates them and updates the global model accordingly. The
key to allowing exible performance in this scenario is that each of the local objectives
can be solvedinexactly. This allows the amount of local computation vs. communication
to be tuned based on the number of local iterations that are performed (with additional
local iterations corresponding to more exact local solutions). We introduce this notion
formally below, as it will be utilized throughout the chapter.

De nition 5 (g-inexact solution). For a functionhpw; woq Fpwq %’}w wg}?, andg P
r0, 1s we sayw is ag-inexact solution omin, hpw; woqif }r hpw ;woq} & g}r hpwo; woq},
wherer hpv;wog r Fpvg npw  wog Note that a smalleg corresponds to higher accuracy.

We use g-inexactness in our analysis (Section 3.3) to measure the amount of local
computation from the local solver at each round. As discussed earlier, different devices
are likely to make different progress towards solving the local subproblems due to
variable systems conditions, and it is therefore important to allow g to vary both by
device and by iteration. This is one of the motivations for our proposed framework
discussed in the next sections. For ease of notation, we rst derive our main convergence
results assuming a uniform g as de ned here (Section 3.3), and then provide results with
variable g's in Corollary 2.

3.2.1 Federated Averaging (FedAvg

In Federated Averaging (FedAvg [208, the local surrogate of the global objective function
at device k is R p q and the local solver is stochastic gradient descent (SGD), with the
same learning rate and number of local epochs used on each device. At each round,
a subsetK ! N of the total devices are selected and run SGD locally for E number of
epochs, and then the resulting model updates are averaged. The details of FedAvgare
summarized in Algorithm 1.

McMahan et al. [208] show empirically that it is crucial to tune the optimization
hyperparameters of FedAvgproperly. In particular, the number of local epochs in FedAvg
plays an important role in convergence. On one hand, performing more local epochs
allows for more local computation and potentially reduced communication, which can
greatly improve the overall convergence speed in communication-constrained networks.
On the other hand, with dissimilar (heterogeneous) local objectives F, a larger number
of local epochs may lead each device towards the optima of its local objective as opposed
to the global objective—potentially hurting convergence or even causing the method to
diverge. Further, in federated networks with heterogeneous systems resources, setting
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Algorithm 1 Federated Averaging (FedAvg

1: Input: K, T,h,E,wo N, p,k 1, ,N

2.fort 0, ,T 1do

3: Server selects a subsets; of K devices at random (each devicek is chosen with
probability py)

4:  Server sendsw! to all chosen devices

5:  Each devicek P S; updates w! for E epochs of SGD on R, with step-size h to obtain
w1

6: Eachdevicek PS sendswtk L back to the server

7. Server aggregates thew'sasw' 1 & 05 W, 1

8: end for

the number of local epochs to be high may increase the risk that devices do not com-
plete training within a given communication round and must therefore drop out of the
procedure [36].

In practice, it is therefore important to nd a way to set the local epochs to be high (to
reduce communication) while also allowing for robust convergence. More fundamentally,
we note that the “best' setting for the number of local epochs is likely to change at each
iteration and on each device—as a function of both the local data and available systems
resources. Indeed, a more natural approach than mandating a xed number of local
epochs is to allow the epochs to vary according to the characteristics of the network,
and to carefully merge solutions by accounting for this heterogeneity. We formalize this
strategy in FedProx introduced below.

3.2.2 Proposed Framework: FedProx

Our proposed framework, FedProx(Algorithm 2), is similar to FedAvgin that a subset of
devices are selected at each round, local updates are performed, and these updates are
then averaged to form a global update. However, FedProxmakes the following simple
yet critical modi cations, which result in signi cant empirical improvements and also
allow us to provide convergence guarantees for the method.

Tolerating Partial Work.  As previously discussed, different devices in federated net-
works often have different resource constraints in terms of the computing hardware,
network connections, and battery levels. Therefore, it is unrealistic to force each device to
perform a uniform amount of work (i.e., running the same number of local epochs, E), as
in FedAvg In FedProx we generalize FedAvgby allowing for variable amounts of work to
be performed locally across devices based on their available systems resources, and then
aggregate the partial solutions sent from the stragglers (as compared to dropping these
devices). In other words, instead of assuming a uniform g for all devices throughout the
training process, FedProximplicitly accommodates variable g's for different devices and
at different iterations. We formally de ne gtk-inexactness for devicek at iteration t below,
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which is a natural extension from De nition 5.

De nition 6 (g‘k-inexact solution) . For a functionhpwv; wiq  Fpwq g’}w w¢}2, andg P
ro, 1s we sayw is ag‘k-inexactsolution omin hpw; weqif }r hepw ;wiq} @ gtk}r hepwi; wig},
wherer hypw;wiq r Rpvg npv wig Note thatasmallegtkcorresponds to higher accu-
racy.

Analogous to De nition 5, gtk measures how much local computation is performed to
solve the local subproblem on device k at the t-th round. The variable number of local
iterations can be viewed as a proxy of gf(. Utilizing the more exible g{(-inexactness, we
can readily extend the convergence results under De nition 5 (Theorem 1) to consider
issues related to systems heterogeneity such as stragglers (see Corollary 2).

Proximal Term. As mentioned in Section 3.2.1, while tolerating nonuniform amounts
of work to be performed across devices can help alleviate negative impacts of systems
heterogeneity, too many local updates may still (potentially) cause the methods to diverge
due to the underlying heterogeneous data. We propose to add a proximal term to the
local subproblem to effectively limit the impact of variable local updates. In particular,
instead of just minimizing the local function Fp q device k uses its local solver of choice
to approximately minimize the following objective  hy:

min hew; w'a  Rpwa w2, (3.2)

The proximal term is bene cial in two aspects: (1) It addresses the issue of statistical
heterogeneity by restricting the local updates to be closer to the initial (global) model
without any need to manually set the number of local epochs. (2) It allows for safely
incorporating variable amounts of local work resulting from systems heterogeneity. We
summarize the steps of FedProxin Algorithm 2.

Algorithm 2 FedProx(Proposed Framework)

1: Input: K, T,mg,w’ N,p,k 1, ,N

22.fort 0, ,T 1do

3: Server selects a subset; of K devices at random (each devicek is chosen with
probability py)

4:  Server sendsw! to all chosen devices

5:  Each chosen devicek PS ndsa w; !whichis a gl-inexact minimizer of: wj !
argminy hgow; w'q  Rpwg  Fiw o wih?

6: Eachdevicek P& sendsw}( 1 back to the server

7. Server aggregates thew's asw' * % o Wi

8: end for

We note that proximal terms such as the one above are a popular tool utilized through-
out the optimization literature; for completeness, we provide a more detailed discussion
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on this in Appendix 3.6. An important distinction of the proposed usage is that we
suggest, explore, and analyze such a term for the purpose of tackling heterogeneity in
federated networks. Our analysis (Section 3.3) is also unique in considering solving such
an objective in a distributed setting with: (1) non-IID partitioned data, (2) the use of any
local solver, (3) variable inexact updates across devices, and (4) a subset of devices being
active at each round. These assumptions are critical to providing a characterization of
such a framework in realistic federated scenarios.

In our experiments (Section 3.4), we demonstrate that tolerating partial work is
bene cial in the presence of systems heterogeneity and our modi ed local subproblem
in FedProxresults in more robust and stable convergence compared to vanilla FedAvg
for heterogeneous datasets. In Section 3.3, we also see that the usage of the proximal
term makes FedProxmore amenable to theoretical analysis (i.e., the local objective may
be more well-behaved). In particular, if mis chosen accordingly, the Hessian of hy may be
positive semi-de nite. Hence, when K is non-convex, hy will be convex, and when Fis
convex, it becomesmstrongly convex.

Finally, we note that since FedProxmakes only lightweight modi cationsto FedAvg
this allows us to reason about the behavior of the widely-used FedAvgmethod, and
enables easy integration of FedProxinto existing packages/systems, such as TensorFlow
Federated and LEAF [1, 43]. In particular, we note that FedAvgs a special case ofFedProx
with (1) m 0O, (2) the local solver speci cally chosen to be SGD, and (3) a constantg
(corresponding to the number of local epochs) across devices and updating rounds (i.e.,
no notion of systems heterogeneity). FedProxis in fact much more general in this regard,
as it allows for partial work to be performed across devices and any local (possibly
non-iterative) solver to be used on each device.

3.3 FedProx Convergence Analysis

FedAvgand FedProxare stochastic algorithms by nature: in each round, only a fraction
of the devices are sampled to perform the update, and the updates performed on each
device may be inexact. It is well known that in order for stochastic methods to converge
to a stationary point, a decreasing step-size is required. This is in contrast to non-
stochastic methods, e.g., gradient descent, that can nd a stationary point by employing
a constant step-size. In order to analyze the convergence behavior of methods with
constant step-size (as is usually implemented in practice), we need to quantify the
degree of dissimilarity among the local objective functions. This could be achieved by
assuming the data to be IID, i.e., homogeneous across devices. Unfortunately, in realistic
federated networks, this assumption is impractical. Thus, we rst propose a metric that
speci cally measures the dissimilarity among local functions (Section 3.3.1), and then
analyze FedProxunder this assumption while allowing for variable g's (Section 3.3.2).
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3.3.1 Local Dissimilarity

Here we introduce a measure of dissimilarity between the devices in a federated network,
which is suf cient to prove convergence. This can also be satis ed via a simpler and
more restrictive bounded variance assumption of the gradients, which we explore in our
experiments in Section 3.4. Interestingly, similar assumptions [e.g., 250, 283 310 have
been explored elsewhere but for differing purposes; we provide a discussion of these
works in Appendix 3.6.

De nition 7 (B-local dissimilarity) . The local functiogﬁ are B-locally dissimilar atw if

Ex }r Rl alr fpvglB2. We further de ne Bwq wfoﬁ}r fpvg} O.

Here Er sdenotes the expectation over devices with massesp, n,{n and 'k\' 1 Pk
1 (as in Equation 3.1). De nition 7 can be seen as a generalization of the IID assumption
with bounded dissimilarity, while allowing for statistical heterogeneity. As a sanity
check, when all the local functions are the same, we have Bpivg 1 for all w. However,
in the federated setting, the data distributions are often heterogeneous and B j 1due to
sampling discrepancies even if the samples are assumed to be 1ID. Let us also consider
the case whereF, p (s are associated with empirical risk objectives. If the samples on all
the devices are homogeneous, i.e., they are sampled in an IID fashion, then asmin n,
N 8 , it follows that Bpwg N 1 for every w as all the local functions converge to the same
expected risk function in the large sample limit. Thus, Bpwg ¥ 1 and the larger the value
of Bpwg the larger is the dissimilarity among the local functions.

Using De nition 7, we now state our formal dissimilarity assumption, which we
use in our convergence analysis. This simply requires that the dissimilarity de ned in
De nition 7 is bounded. As discussed later, our convergence rate is a function of the
statistical heterogeneity/device dissimilarity in the network.

Assumption 1 (Bounded dissimilarity) . For somee j 0, there exists 8, such that for all the
points wPSS t w|}r fpnvgP i eu Bpvg o Be.

For most practical machine learning problems, there is no need to solve the problem
to highly accurate stationary solutions, i.e., eis typically not very small. Indeed, it is well-
known that solving the problem beyond some threshold may even hurt generalization
performance due to over tting [ 307]. Although in practical federated learning problems
the samples are not IID, they are still sampled from distributions that are not entirely
unrelated (if this were the case, e.g., tting a single global model w across devices
would be ill-advised). Thus, it is reasonable to assume that the dissimilarity between
local functions remains bounded throughout the training process. We also measure
the dissimilarity metric empirically on real and synthetic datasets in Section 3.4.3.4 and
show that this metric captures real-world statistical heterogeneity and is correlated with
practical performance (the smaller the dissimilarity, the better the convergence).

2As an exception we de ne Bpwvg 1when E, }r Rppwgf  } r fpwgl, i.e. wis a stationary solution
that all the local functions F, agree on.
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3.3.2 FedProxAnalysis

Using the bounded dissimilarity assumption (Assumption 1), we now analyze the
amount of expected decrease in the objective when one step of FedProxis performed.
Our convergence rate (Theorem 2) can be directly derived from the results of the expected
decrease per updating round. We assume the sameg‘k for any k,t for ease of notation in
the following analyses.

Theorem 1 (Non-convex FedProxconvergence: B-local dissimilarity) . Let Assumption 1
hold. Assume the functiong, are non-convex.,-Lipschitz smooth, and there exidts | O,

suchthatr 2R, ©@ L I,withm: m L j 0. Suppose than!is not a stationary solution
and the local function$, areB-dissimilar, i.e.Bpw'q @ B. If m K, andg in Algorithm 2 are

chosen such that o

L 0B Bil.gq 2 LB 9g Ll 9F8 LB of 75 ,

m m m K mm 2n? K

then at iterationt of Algorithm 2, we have the following expected decrease in the global objective:

Es fpv' 'q o fpa'g rir fpw'ol,
where $is the set of K devices chosen at iteration t.

We direct the reader to Appendix 3.5.1 for a detailed proof. The key steps include
applying our notion of g-inexactness (De nition 5) for each subproblem and using the
bounded dissimilarity assumption, while allowing for only K devices to be active at
each round. This last step in particular introduces Eg, an expectation with respect to
the choice of devices, S, in round t. We note that in our theory, we require mj 0, which
is a suf cient but not necessary condition for FedProxto converge. Hence, it is possible
that some other m(not necessarily satisfying mj 0) can also enable convergence, as we
explore empirically (Section 3.4).

Theorem 1 uses the dissimilarity in De nition 7 to identify suf cient decrease of
the objective value at each iteration for FedProx In Appendix 3.5.2, we provide a
corollary characterizing the performance with a more common (though slightly more
restrictive) bounded variance assumption. This assumption is commonly employed, e.g.,
when analyzing methods such as SGD. We next provide suf cient (but not necessary)
conditions that ensure r j 0in Theorem 1 such that suf cient decrease is attainable after
each round.

Remark 1. Forr in Theorem 1 to be positive, we negl 1 and?% 1. These conditions
help to quantify the tradeoff between dissimilarity (B) and the algorithm paramegteks) (

Finally, we can use the above suf cient decrease to the characterize the rate of conver-
gence to the set of approximate stationary solutions Ss t w | E }r fpvgf = euunder
the bounded dissimilarity assumption, Assumption 1. Note that these results hold for
general non-convex Rp q
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Theorem 2 (Convergence rate: FedProX. Given some j 0, assume that foB ¥ Be, m g,
andK the assumptions of Theorem 1 hold at each iteratigredProx Moreover,fpn®q f

D. Then, after T Op2giterations ofFedProx we havet [ ;' E }r fpuigP = e,

While the results thus far hold for non-convex Fp q we can also characterize the
convergence for the special case of convex loss functions with exact minimization in
terms of local objectives (Corollary 1). A proof is provided in Appendix 3.5.3.

Corollary 1 (Convergence: Convex case) Let the assertions of Theorem 1 hold. In addition,
let Fep ¢ bg convex ang‘k 0 for anyk,t, i.e., all the local problems are solved exactly, if
1! Bo 0.5 K, thenwe canchoose 6LB? from which it follows that Tlaz'

Note that small e in Assumption 1 translates to larger Be. In order to solve the
problem with increasingly higher accuracies using FedProx one needs to increasem
appropriately. We empirically verify that mj O leads to more stable convergence in
Section 3.4.3. Moreover, in Corollary 1, if we plug in the upper bound for Be, under a

bounded variance assumption, the number of required steps to achieve accuracy eis

Op2 “gzszq Our analysis helps to characterize the performance of FedProxand similar

methods when local functions are dissimilar.

Remark 2 (Comparison with SGD) . We note that~edProx achieves the same asymptotic
convergence guarantee as SGD: Under the bounded variance assumption, fa; fmaglreplace

Be with its upper-bound in Corollary 3 and choosg#arge enough, the iteration complexity of

FedProxwhen the subproblems are solved exactly Bpdis are convex i@p% %520, the

same as SGD [98].

To provide context for the rate in Theorem 2, we compare it with SGD in the convex
case in Remark 2. In general, our analysis of FedProxdoes not yield convergence rates
that improve upon classical distributed SGD (without local updating)—even though
FedProx possibly performs more work locally at each communication round. In fact,
when data are generated in a non-identically distributed fashion, it is possible for local
updating schemes such asFedProxto perform worse than distributed SGD. Therefore,
our theoretical results do not necessarily demonstrate the superiority of FedProxover
distributed SGD; rather, they provide suf cient (but not necessary) conditions for FedProx
to converge. Our analysis is the rst we are aware of to analyze any federated (i.e.,
with local-updating schemes and low device participation) optimization method for
Problem (3.1) in heterogeneous settings.

Finally, we note that the previous analyses assume no systems heterogeneity and use
the sameg for all devices and iterations. However, we can extend them to allow for g to
vary by device and by iteration (as in De nition 6), which corresponds to allowing devices
to perform variable amounts of work as determined by the local systems conditions. We
provide convergence results with variable g's below.

Corollary 2 (Convergence: Variableg's). Assume the functionby are non-convex,-Lipschitz
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smooth, and there exists j 0, suchthatr 2R, © L I,withm: m L j O.Suppose that
wt is not a stationary solution and the local functioRsare B-dissimilar, i.e.Bpw'q @ B. If m K,
andg| in Algorithm 2 are chosen such that

?_
¢t 1 g'B Bpl g'q2 LBl g'q Lpl g'dB® LB g'? 7

r 2 2K 2 O,
m m m K mm 2n? nmtK :

then at iterationt of Algorithm 2, we have the following expected decrease in the global objective:
Es fpv' 'q o fpu'q r'}r fpw'af,

where $is the set of K devices chosen at iteration t gnd maxyps, g}<.

The proof can be easily extended from the proof for Theorem 1, noting the fact that
Exrpl  giay Rpw'ais e il maxeps, 9y CEkr}r Fpw'als

3.4 Experiments

We now present empirical results for the generalized FedProxframework. In Section 3.4.2,
we demonstrate the improved performance of FedProxtolerating partial solutions in the
face of systems heterogeneity. In Section 3.4.3, we show the effectiveness oFedProxin
the settings with statistical heterogeneity (regardless of systems heterogeneity). We also
study the effects of statistical heterogeneity on convergence (Section 3.4.3.1) and show
how empirical convergence is related to our theoretical bounded dissimilarity assump-
tion (Assumption 1) (Section 3.4.3.4). We provide thorough details of the experimental
setup in Section 3.4.1 and Appendix 3.7. All code, data, and experiments are publicly
available at: github.com/litian96/FedProx.

3.4.1 Experimental Details

We evaluate FedProxon diverse tasks, models, and real-world federated datasets. In
order to better characterize statistical heterogeneity and study its effect on convergence,
we also evaluate on a set of synthetic data, which allows for more precise manipulation
of statistical heterogeneity. We simulate systems heterogeneity by assigning different
amounts of local work to different devices.

Synthetic Data. To generate synthetic data, we follow a similar setup to that in Shamir
et al. [253], additionally imposing heterogeneity among devices. In particular, for each
device k, we generate samplespXy, Ycgaccording to the model y  argmaxsoftmaxp/\ x
bagx PR, W PR10 €0 h PRI, We model W, N pug,1gb, Npu,1gue, Np0,aq
Xk N pvy, Sq where the covariance matrix S is diagonal with S;; | 12 Each element
in the mean vector vy is drawn from N pB,, 1q B, N0, bg Therefore, a controls how
much local models differ from each other and b controls how much the local data at each
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device differs from that of other devices. We vary a, b to generate three heterogeneous
distributed datasets, denoted Synthetic (a, b), as shown in Figure 3.2. We also generate
one IID dataset by setting the same W, b on all devices and setting X to follow the
same distribution. Our goal is to learn a global W and b. Full details are given in
Appendix 3.7.1.

Real Data. We also explore four real datasets; statistics are summarized in Table 3.1.
These datasets are curated from prior work in federated learning as well as recent
federated learning benchmarks [43, 208. We study a convex classi cation problem with
MNIST [ 165 using multinomial logistic regression. To impose statistical heterogeneity,
we distribute the data among 1,000 devices such that each device has samples of only
two digits and the number of samples per device follows a power law. We then study a
more complex 62-class Federated Extended MNIST B3, 54] (FEMNIST) dataset using the
same model. For the non-convex setting, we consider a text sentiment analysis task on
tweets from Sentiment140 (Go et al., 2009) (Sent140) with an LSTM classi er, where each
twitter account corresponds to a device. We also investigate the task of next-character
prediction on the dataset of The Complete Works of William Shakesp¢26s8 (Shakespeare).
Each speaking role in the plays is associated with a different device. Details of datasets,
models, and workloads are provided in Appendix 3.7.1.

Table 3.1: Statistics of four real federated datasets.

Dataset Devices Samples Samples/device
mean stdev
MNIST 1,000 69,035 69 106
FEMNIST 200 18,345 92 159
Shakespeare 143 517,106 3,616 6,808
Sent140 772 40,783 53 32

Implementation.  We implement FedAvg(Algorithm 1) and FedProx(Algorithm 2) in
Tensor ow [ 3]. In order to draw a fair comparison with FedAvg we employ SGD as a
local solver for FedProx and adopt a slightly different device sampling scheme than
that in Algorithms 1 and 2: sampling devices uniformly and then averaging the updates
with weights proportional to the number of local data points (as originally proposed

in McMahan et al. [208]). While this sampling scheme is not supported by our analysis,
we observe similar relative behavior of FedProxvs. FedAvgwhether or not it is employed.
Interestingly, we also observe that the sampling scheme proposed herein in fact results
in more stable performance for both methods (see Appendix 3.7.3.4, Figure 3.12). This
suggests an additional bene t of the proposed framework. Full details are provided in
Appendix 3.7.2.
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Hyperparameters & Evaluation Metrics. For each dataset, we tune the learning rate
on FedAvg(with E=1 and without systems heterogeneity) and use the same learning rate
for all experiments on that dataset. We set the number of selected devices to be 10 for all
experiments on all datasets.

For each comparison, we x the randomly selected devices, the stragglers, and
mini-batch orders across all runs. We report all metrics based on the global objective
fpyvg Note that in our simulations (see Section 3.4.2 for details), we assume that each
communication round corresponds to a speci ¢ aggregation time stamp (measured in
real-world global wall-clock time)—we therefore report results in terms of rounds rather
than FLOPs or wall-clock time.

3.4.2 Systems Heterogeneity: Tolerating Partial Work

In order to measure the effect of allowing for partial solutions to be sent to handle
systems heterogeneity with FedProx we simulate federated settings with varying system
heterogeneity, as described below.

Systems Heterogeneity Simulations.  We assume that there exists a global clock during
training, and each participating device determines the amount of local work as a function
of this clock cycle and its systems constraints. This speci ed amount of local computation
corresponds to some implicit value g‘k for device k at the t-th iteration. In our simulations,
we X a global number of epochs E, and force some devices to perform fewer updates than
E epochs given their current systems constraints. In particular, for varying heterogeneous
settings, at each round, we assign x number of epochs (chosen uniformly at random
between [1, E]) to 0%, 50%, and 90% of the selected devices, respectively. Settings
where 0% devices perform fewer than E epochs of work correspond to the environments
without systems heterogeneity, while 90% of the devices sending their partial solutions
corresponds to highly heterogeneous environments. FedAvgwill simply drop these
0%, 50%, and 90% stragglers upon reaching the global clock cycle, andFedProx will
incorporate the partial updates from these devices.

In Figure 3.1, we set E to be 20 and study the effects of aggregating partial work from
the otherwise dropped devices. The synthetic dataset here is taken from Synthetic (1,1) in
Figure 3.2. We see that on all the datasets, systems heterogeneity has negative effects on
convergence, and larger heterogeneity results in worse convergence (FedAvg. Compared
with dropping the more constrained devices ( FedAvg, incorporating variable amounts
of work ( FedProx m Q) is bene cial and leads to more stable and faster convergence.
We also observe that settingmj 0in FedProxcan further improve convergence, as we
discuss in Section 3.4.3.

We additionally investigate two less heterogeneous settings. First, we limit the
capability of all the devices by setting E to be 1 (i.e., all the devices run at most one
local epoch), and impose systems heterogeneity in a similar way. Even in these settings,
allowing for partial work can improve convergence compared with  FedAvg Second, we
explore a setting without any statistical heterogeneity using an identically distributed
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Figure 3.1: FedProxresults in signi cant convergence improvements relative to FedAvgn
heterogeneous networks. We simulate different levels of systems heterogeneity by forcing
0%, 50%, and 90% devices to be the stragglers (dropped byFedAvg. (1) Comparing
FedAvgand FedProx(m 0), we see that allowing for variable amounts of work to be
performed can help convergence in the presence of systems heterogeneity. (2) Comparing
FedProx(m 0) with FedProx(mj 0), we show the bene ts of our added proximal term.
FedProxwith mj O leads to more stable convergence and enables otherwise divergent
methods to converge, both in the presence of systems heterogeneity (50% and 90%
stragglers) and without systems heterogeneity (0% stragglers). Note that FedProxwith
m 0 and without systems heterogeneity (no stragglers) corresponds to FedAvg We also
report testing accuracy in Figure 3.7, Appendix 3.7.3.2, and show that FedProximproves
the test accuracy on all datasets.

synthetic dataset (Synthetic IID). In this 1ID setting, as shown in Figure 3.5 in Appendix
3.7.3.2,FedAvgss rather robust under device failure, and tolerating variable amounts of
local work may not cause major improvement. This serves as an additional motivation
to rigorously study the effect of statistical heterogeneity on new methods designed for
federated learning, as simply relying on 11D data (a setting unlikely to occur in practice)
may not tell a complete story.

3.4.3 Statistical Heterogeneity: Proximal Term

To better understand how the proximal term can be bene cial in heterogeneous settings,
we rst show convergence can become worse as statistical heterogeneity increases.
3.4.3.1 Effects of Statistical Heterogeneity

In Figure 3.2 (the rst row), we study how statistical heterogeneity affects convergence
using four synthetic datasets without the presence of systems heterogeneity ( xing E to
be 20). From left to right, as data become more heterogeneous, convergence becomes
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Figure 3.2: Effect of data heterogeneity on convergence. We remove the effects of systems
heterogeneity by forcing each device to run the same amount of epochs. In this setting,
FedProxwith m 0Oreduces to FedAvg (1) Top row: We show training loss (see results on
testing accuracy in Appendix 3.7.3, Figure 3.6) on four synthetic datasets whose statistical
heterogeneity increases from left to right. Note that the method with m O corresponds to
FedAvg Increasing heterogeneity leads to worse convergence, but settingmij 0 can help
to combat this. (2) Bottom row: We show the corresponding dissimilarity measurement
(variance of gradients) of the four synthetic datasets. This metric captures statistical
heterogeneity and is consistent with training loss—smaller dissimilarity indicates better
convergence.

worse for FedProxwith m 0 (i.e., FedAvg. Though it may slow convergence for 11D data,
we see that settingmj 0is particularly useful in heterogeneous settings. This indicates
that the modi ed subproblem introduced in  FedProx can bene t practical federated
settings with varying statistical heterogeneity. For perfectly I1ID data, some heuristics
such as decreasingmif the loss continues to decrease may help avoid the deceleration
of convergence (see Figure 3.11 in Appendix 3.7.3.3). In the sections to follow, we see
similar results in our non-synthetic experiments.

3.4.3.2 Effectsofmj 0

The key parameters of FedProxthat affect performance are the amount of local work (as
parameterized by the number of local epochs, E), and the proximal term scaled by m
Intuitively, large E may cause local models to drift too far away from the initial starting
point, thus leading to potential divergence [ 208. Therefore, to handle the divergence or
instability of FedAvgwith non-1ID data, it is helpful to tune E carefully. However, Eis
constrained by the underlying system's environments on the devices, and it is dif cult

to determine an appropriate uniform E for all devices. Alternatively, it is bene cial to
allow for device-speci ¢ E's (variable g's) and tune a best m(a parameter that can be
viewed as a re-parameterization of E) to prevent divergence and improve the stability of
methods. A proper mcan restrict the trajectory of the iterates by constraining the iterates
to be closer to that of the global model, thus incorporating variable amounts of updates
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Figure 3.3: Effectiveness of settingmadaptively based on the current model performance.
We increasemby 0.1 whenever the loss increases and decreases it by 0.1 whenever the
loss decreases for 5 consecutive rounds. We initializemto 1 for Synthetic 11D (in order
to be adversarial to our methods), and initialize mto 0 for Synthetic (1,1). This simple
heuristic works well empirically.

and guaranteeing convergence (Theorem 2).

We show the effects of the proximal term in FedProx(mj 0) in Figure 3.1. For each
experiment, we compare the results between FedProxwith m 0and FedProxwith a best
m(see the next paragraph for discussions on how to selectm). For all datasets, we observe
that the appropriate mcan increase the stability for unstable methods and can force
divergent methods to converge. This holds both when there is systems heterogeneity
(50% and 90% stragglers) and there is no systems heterogeneity (0% stragglers)mj O
also increases the accuracy in most cases (see Figure 3.6 and Figure 3.7 in Appendix
3.7.3.2). In particular, FedProximproves absolute testing accuracy relative to FedAvgby
22% on average in highly heterogeneous environments (90% stragglers).

3.4.3.3 Choosingm

One natural question is to determine how to set the penalty constant min the proximal
term. A large mmay potentially slow the convergence by forcing the updates to be close
to the starting point, while a small mmay not make any difference. In all experiments, we
tune the best mfrom the limited candidate set t0.001,0.01,0.1,d For the ve federated
datasets in Figure 3.1, the bestmvalues are 1, 1, 1, 0.001, and 0.01, respectively. While
automatically tuning mis dif cult to instantiate directly from our theoretical results, in
practice, we note that mcan be adaptively chosen based on the current performance of the
model. For example, one simple heuristic is to increase mwhen seeing the loss increasing
and decreasing mwhen seeing the loss decreasing. In Figure 3.3, we demonstrate the
effectiveness of this heuristic using two synthetic datasets. Note that we start from
initial mvalues that are adversarial to our methods. We provide full results showing the
competitive performance of this approach in Appendix 3.7.3.3. Future work includes
developing methods to automatically tune this parameter for heterogeneous datasets,
based, e.g., on the theoretical groundwork provided here.
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3.4.3.4 Dissimilarity Measurement and Divergence

Finally, in Figure 3.2 (the bottom row), we demonstrate that our B-local dissimilarity
measurement in De nition 7 captures the heterogeneity of datasets and is therefore an
appropriate proxy of performance. In particular, we track the variance of gradients on
each device, E,r}r Rpvg  r fpwgl?s which is lower bounded by Be. Empirically, we
observe that increasing mleads to smaller dissimilarity among local functions F, and
that the dissimilarity metric is consistent with the training loss. Therefore, smaller dis-
similarity indicates better convergence, which can be enforced by setting mappropriately.
We also show the dissimilarity metric on real federated data in Appendix 3.7.3.2.

34



3.5 Complete Proofs

3.5.1 Proof of Theorem 1

Proof. Using our notion of g-inexactness for each local solver (De nition 5), we can
de ne € *such that:

r Rov 'a o tow'a gt 0,
be 1= glr Row'a). (3.3)

Now letusdene w! 1 E, wf( 1 Based on this de nition, we know

1 1
wttoowt —Ei T Faow, *q —Ei d . (3.4)

Letusdene m m L j Oand W !

convexity of hy, we have

argminy, hgpow; wtg Then, due to the mstrong

Wi T w3 Dr Rpwta) (35)

Note that once again, due to the mstrong convexity of h,, we know that }Wlt( L whe
#}r Fpvtgl. Now we can use the triangle inequality to get

1
i b whha =T Rewta) (3.6)
Therefore,
Welowhe B el o wh e SZE ) Rew'a)
b
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where the last inequality is due to the bounded dissimilarity assumption.

Now letusdene M jsuchthatw' 1 wt 1 fpatq My 1, ie,

M¢ 1 Exr Row g r Rpv'g g " (3.8)

We can bound }M; }:
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where the last inequality is also due to bounded dissimilarity assumption. Based on the
L-Lipschitz smoothness of f and Taylor expansion, we have

fpit Iqe fputg xr fprgwt 1wy St b w?

2
1 1 L B*
i o0 R a8
2
o fptq L 98 LBRL 99 Lpt OqB% e (3.10)

m mm 2n?

From the above inequality it follows that if we set the penalty parameter mlarge enough,
we can get a decrease in the objective value offpyt g  fpwigwhich is proportional to
}r fpwigl. However, this is not the way that the algorithm works. In the algorithm, we
only use K devices that are chosen randomly to approximate w!. So, in order to nd the
E fpw' g, we use local Lipschitz continuity of the function f.

fow' ‘g fpv' ‘g Lopw' * w7, (3.11)
where Lg is the local Lipschitz continuity constant of function f and we have

Lom}r fpa'ql Lmaxpy' ' wihiw' b whge}r fpa'ql Lpw' b w' }wt ! wha

Therefore, if we take expectation with respect to the choice of devices in round t we need
to bound

Es fpv' 'q = fp' ‘g Q (3.12)

where Q¢ Eg Lojw! 1 w' 1} . Note that the expectation is taken over the random
choice of devices to update.

Qio Eg  Jr fpa'gl Lpw' ' w}lw't owlg twtowh
o Jr fpatgqd Lwtt ow'} Eg wtt oWty LEg wt it owh pwttowt Y
o Jr fpatql 2Lpwt ! owll Eg wt it owtl} LEg wtt o owt 32 (3.13)
From (3.7), we have that}w! 1 w'}o &mgq}r fpwiq}. Moreover,

b
wt o Eg jwt 1wt 32 (3.14)

and

1
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where the rstinequality is a result of K devices being chosen randomly to get wt and the

last inequality is due to bounded dissimilarity assumption. If we replace these bounds in
(3.13) we get

?_
Bpl ,9q 2 LB’Ml gd )?

Q@ =2 = 2 2K 2 }r fpwigP (3.16)

Combining (3.10), (3.12), (3.11) and (3.16) and using the notationa #we get
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1 gB Bpl gq 2 LBpl gq
t 1 t - 9= 2
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3.5.2 Proof for Bounded Variance

Corollary 3 (Bounded variance equivalence). Let Assumption 1 hold. Then, in the case
gf bounded variance, i.&y }r Rpwg T fpnvg? @ s? foranye Oit follows thatBe &

1 s

e

Proof. We have,
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With Corollary 3 in place, we can restate the main result in Theorem 1 in terms of the
bounded variance assumption.

Theorem 3 (Non-convex FedProxconvergence: Bounded variance) Let the assertions
of Theorem 1 hold. In addition, let the iteraté be such thatr prtq2 ¥ e and let
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Ex }r Rpvg r fpvgf = s? hold instead of the dissimilarity condition. i K and g
in Algorithm 2 are chosen such that

?_ c__
1 g pl gg2 Lpl gq s?  Lpl g Lpt g 7~ s?
m m mK mm 1 e 2n¥ mPK 2K 2 1 e i 0,

then at iterationt of Algorithm 2, we have the following expected decrease in the global objective:

Es fpa' 'gofpa'q rir fpu'qf,
where $is the set of K devices chosen at iteration t.

The proof of Theorem 3 follows from the proof of Theorem 1 by noting the relationship
between the bounded variance assumption and the dissimilarity assumption as portrayed
by Corollary 3.

3.5.3 Proof of Corollary 1

In the convex case, where L Oandm mifg O, i.e., all subproblems are solved
accurately, we can get a gecrease proportional to }r fowvtgl if B K. In such a case if
we assume 1 Bo 0.5 K, thenwe can write

1 3LB?

t 1 t t 12 t 12

Es fov “q Afpwvg > br fpw g > F}r fow g} . (3.17)
In this case, if we choosem 6LB? we get

1
Es fov' 'q Afpr'a o) fpv'af. (3.18)

Note that the expectation in (3.18)is a conditional expectation conditioned on the previ-
ous iterate. Taking expectation of both sides, and telescoping, we have that the number

of iterations to at least generate one solution with squared norm of gradient less than eis

2
OpLBqu

3.6 Connections to Other Single-Machine and Distributed
Methods

Two aspects of the proposed work—the proximal term in  FedProx and the bounded
dissimilarity assumption used in our analysis—have been previously studied in the
optimization literature, but with very different motivations. For completeness, we
provide a discussion below on our relation to these prior works.
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Proximal Term. The proposed modi ed objective in FedProxshares a connection with
elastic averaging SGD (EASGD) [323, which was proposed as a way to train deep
networks in the data center setting, and uses a similar proximal term in its objective.
While the intuition is similar to EASGD (this term helps to prevent large deviations on
each device/machine), EASGD employs a more complex moving average to update
parameters, is limited to using SGD as a local solver, and has only been analyzed for
simple quadratic problems. The proximal term we introduce has also been explored
in previous optimization literature with different purposes, such as Allen-Zhu  [14], to
speed up (mini-batch) SGD training on a single machine, and in Li et al. [173]for ef cient
SGD training both in a single machine and distributed settings. However, the analysis
in Lietal. [173]is limited to a single machine setting with different assumptions (e.g.,
IID data and solving the subproblem exactly at each round).

In addition, DANE [ 253 and AIDE [ 236, distributed methods designed for the data
center setting, propose a similar proximal term in the local objective function, but also
augment this with an additional gradient correction term. Both methods assume that
all devices participate at each communication round, which is impractical in federated
settings. Indeed, due to the inexact estimation of full gradients (i.e., r f pv™ 9gin Shamir
et al. [253, Eq (13)) with device subsampling schemes and the staleness of the gradient
correction term [ 253 Eq (13)], these methods are not directly applicable to our setting.
Regardless of this, we explore a variant of such an approach in federated settings and see
that the gradient direction term does not help in this scenario—performing uniformly
worse than the proposed FedProxframework for heterogeneous datasets, despite the
extra computation required (see Figure 3.4). We refer interested readers to Li et al. [180]
for more detailed discussions.

Finally, we note that there is an interesting connection between meta-learning meth-
ods and federated optimization methods [ 153, and similar proximal terms have recently
been investigated in the context of meta-learning for improved performance on few-shot
learning tasks [102, 330].

Bounded Dissimilarity Assumption. The bounded dissimilarity assumption we dis-
cuss in Assumption 1 has appeared in different forms, for example in Schmidt and Roux
[250], Vaswani et al. [283], Yin et al. [310]. In Yin et al. [310], the bounded similarity
assumption is used in the context of asserting gradient diversity and quantifying the
bene t in terms of scaling of the mean square error for mini-batch SGD for 11D data.
In Schmidt and Roux [250], Vaswani et al. [283], the authors use a similar assumption,
called strong growth conditionwhich is a stronger version of Assumption 1 with e 0.
They prove that some interesting practical problems satisfy such a condition. They
also use this assumption to prove optimal and better convergence rates for SGD with
constant step-sizes. Note that this is different from our approach as the algorithm that
we are analyzing is not SGD, and our analysis is different in spite of the similarity in the
assumptions.
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Figure 3.4: DANE and AIDE [ 236, 253 are methods proposed in the data center setting
that use a similar proximal term as FedProxas well as an additional gradient correction
term. We modify DANE to apply to federated settings by allowing for local updating and
low participation of devices. We show the convergence of this modi ed method, which
we call FedDaneon synthetic datasets. In the top gures, we subsample 10 devices out
of 30 on all datasets for both FedProxand FedDane While FedDangyerforms similarly
as FedProxon the 11D data, it suffers from poor convergence on the non-IID datasets.
In the bottom gures, we show the results of FedDanevhen we increase the number of
selected devices in order to narrow the gap between our estimated full gradient and the
real full gradient (in the gradient correction term). Note that communicating with all (or
most of the) devices is already unrealistic in practical settings. We observe that although
sampling more devices per round might help to some extent, FedDanas still unstable
and tends to diverge. This serves as additional motivation for the speci c subproblem
we propose in FedProx

3.7 Simulation Details and Additional Experiments

3.7.1 Datasets and Models

Here we provide full details on the datasets and models used in our experiments. We
curate a diverse set of non-synthetic datasets, including those used in prior work on
federated learning [ 208, and some proposed in LEAF, a benchmark for federated set-
tings [43]. We also create synthetic data to directly test the effect of heterogeneity on
convergence, as in Section 3.4.1.

* Synthetic: We setpa, bag=(0,0), (0.5,0.5) and (1,1) respectively to generate three non-
identical distributed datasets (Figure 3.2). In the IID data (Figure 3.5), we set the same
W,b N @, lgon all devices and X to follow the same distribution N pv, Sqwhere
each element in the mean vectorv is zero and S is diagonal with S;; ] 12 Forall
synthetic datasets, there are30devices in total and the number of samples on each
device follows a power law.
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* MNIST: We study image classi cation of handwritten digits 0-9 in MNIST [ 165 using
multinomial logistic regression. To simulate a heterogeneous setting, we distribute
the data among 1000devices such that each device has samples of only2 digits and
the number of samples per device follows a power law. The input of the model is a
attened 784-dimensional (28  28) image, and the output is a class label between 0
and 9.

* FEMNIST: We study animage classi cation problem onthe 62-class EMNIST dataset 4]
using multinomial logistic regression. To generate heterogeneous data partitions, we
subsample 10 lower case characters (‘a'-'j'") from EMNIST and distribute only 5 classes
to each device. We call this federatedrersion of EMNIST FEMNIST. There are 200
devices in total. The input of the model is a attened 784-dimensional (28  28) image,
and the output is a class label between 0 and 9.

* Shakespeare: This is a dataset built from The Complete Works of William Shakesp¢204.
Each speaking role in a play represents a different device. We use a two-layer LSTM
classi er containing 100 hidden units with an 8D embedding layer. The task is next-
character prediction, and there are 80 classes of characters in total. The model takes
as input a sequence of 80 characters, embeds each of the characters into a learned
8-dimensional space and outputs one character per training sample after 2 LSTM
layers and a densely-connected layer.

* Sentl140:In non-convex settings, we consider a text sentiment analysis task on tweets
from Sentiment140 [101] (Sent140) with a two layer LSTM binary classi er containing
256 hidden units with pretrained 300D GloVe embedding [228]. Each twitter account
corresponds to a device. The model takes as input a sequence of 25 characters, embeds
each of the characters into a 300-dimensional space by looking up Glove and outputs
one character per training sample after 2 LSTM layers and a densely-connected layer.

3.7.2 Implementation Details

Implementation.  In order to draw a fair comparison with FedAvg we use SGD as a
local solver for FedProx and adopt a slightly different device sampling scheme than that
in Algorithms 1 and 2: sampling devices uniformly and averaging updates with weights
proportional to the number of local data points (as originally proposed in McMahan

et al. [208]). While this sampling scheme is not supported by our analysis, we observe
similar relative behavior of FedProxvs. FedAvgwhether or not it is employed (Figure
3.12). Interestingly, we also observe that the sampling scheme proposed herein results
in more stable performance for both methods. This suggests an added bene t of the
proposed framework.

Machines. We simulate the federated learning setup (1 server and N devices) on a
commodity machine with 2 Intel ® Xeon® E5-2650 v4 CPUs and 8 NVidia® 1080Ti GPUs.
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Hyperparameters. We randomly split the data on each local device into an 80% training
set and a 20% testing set. We x the number of selected devices per round to be 10 for
all experiments on all datasets. We also do a grid search on the learning rate based on
FedAvg We do not decay the learning rate through all rounds. For all synthetic data
experiments, the learning rate is 0.01. For MNIST, FEMNIST, Shakespeare, and Sent140,
we use the learning rates of 0.03, 0.003, 0.8, and 0.3. We use a batch size of 10 for all
experiments.

Libraries.  All code is implemented in Tensor ow Version 1.10.1 [3].
Please see github.com/litian96/FedProx for full details.

3.7.3 Additional Experiments and Full Results
3.7.3.1 Effects of Systems Heterogeneity on 11D Data

We show the effects of allowing for partial work on a perfect IID synthetic data (Synthetic
[ID).

Figure 3.5: FedAvgis robust to device failure with 11D data. In this case, whether incorpo-
rating partial solutions from the stragglers would not have much effect on convergence.

3.7.3.2 Complete Results

In Figure 3.6, we present testing accuracy on four synthetic datasets associated with the
experiments shown in Figure 3.2.

In Figure 3.7, we show the testing accuracy associated with the experiments described
in Figure 3.1. We calculate the accuracy improvement numbers by identifying the
accuracies ofFedProxand FedAvgwhen they have either converged, started to diverge,
or run suf cient number of rounds (e.g., 1000 rounds), whichever comes earlier. We
consider the methods to converge when the loss difference in two consecutive rounds
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Figure 3.6: Training loss, test accuracy, and dissimilarity measurement for experiments
described in Fig. 3.2.

Figure 3.7: The testing accuracy of the experiments in Figure 3.1.FedProxachieves on
average 22% improvement in terms of testing accuracy in highly heterogeneous settings
(90% stragglers).

|fe  fi 1] is smaller than 0.0001, and consider the methods to diverge when we see

ft  fi 10 greater than 1.
In Figure 3.8, we report the dissimilarity measurement on ve datasets (including
four real datasets) described in Figure 3.1. Again, the dissimilarity characterization is
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consistent with the real performance (the loss).

Figure 3.8: The dissimilarity metric on ve datasets in Figure 3.1. We remove systems
heterogeneity by only considering the case when no participating devices drop out of the
network. Our dissimilarity assumption captures the data heterogeneity and is consistent
with practical performance (see training loss in Figure 3.1).

In Figure 3.9 and Figure 3.10, we show the effects (both loss and testing accuracy) of
allowing for partial solutions under systems heterogeneity when E 1(i.e., the statistical
heterogeneity is less likely to affect convergence negatively).

Figure 3.9: The loss ofFedAvgand FedProxunder various systems heterogeneity settings
when each device can run at most 1 epoch at each iteration E 1). Since local updates
will not deviate too much from the global model compared with the deviation under large
E's, itis less likely that the statistical heterogeneity will affect convergence negatively.
Tolerating for partial solutions to be sent to the central server ( FedProx m  0) still
performs better than dropping the stragglers ( FedAvg.

3.7.3.3 Adaptively Setting m

One of the key parameters of FedProxis m We provide the complete results of a simple
heuristic of adaptively setting mon four synthetic datasets in Figure 3.11. For the IID
dataset (Synthetic-1ID), mstarts from 1, and for the other non-1ID datasets, mstarts from
0. Such initialization is adversarial to our methods. We decrease mby 0.1 when the loss
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Figure 3.10: The testing accuracy of the experiments shown in Figure 3.9.

continues to decrease for 5 rounds and increasemby 0.1 when we see the loss increase.
This heuristic allows for competitive performance. It could also alleviate the potential
issue that mj 0 might slow down convergence on IID data, which rarely occurs in real
federated settings.

Figure 3.11: Full results of choosing madaptively on all the synthetic datasets. We
increasemby 0.1 whenever the loss increases and decreases it by 0.1 whenever the loss
decreases for 5 consecutive rounds. We initialize mto 1 for the IID data (Synthetic-IID) (in
order to be adversarial to our methods), and initialize it to O for the other three non-11D
datasets. We observe that this simple heuristic works well in practice.

3.7.3.4 Comparing Two Device Sampling Schemes

We show the training loss, testing accuracy, and dissimilarity measurement of FedProx
on a set of synthetic data using two different device sampling schemes in Figure 3.12.
Since our goal is to compare these two sampling schemes, we let each device perform
the uniform amount of work ( E  20) for both methods.
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Figure 3.12: Differences between two sampling schemes in terms of training loss, testing
accuracy, and dissimilarity measurement. Sampling devices with a probability pro-
portional to the number of local data points and then simply averaging local models
performs slightly better than uniformly sampling devices and averaging the local models
with weights proportional to the number of local data points. Under either sampling
scheme, the settings with m 1 demonstrate more stable performance than settings with
m 0.
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Chapter 4

Fairness: Addressing Representation
Bias in Federated Learning

Beyond accuracy or optimization, heterogeneity also affects fairness in terms of providing
fair quality of service for all participants in the network. In this chapter, we discuss a fair
learning objective, along with ef cient solvers. The objective offers exible and scalable
fairness/utility tradeoffs, which has broader applications where min-max objectives are
desired but expensive to optimize.

4.1 Overview

In federated learning, naively minimizing an aggregate loss in a large network may
disproportionately advantage or disadvantage the model performance on some of the
devices. For example, although the accuracy may be high on average, there is no accuracy
guarantee for individual devices in the network. This is exacerbated by the fact that the
data are often heterogeneous in federated networks both in terms of size and distribution,
and model performance can thus vary widely. In this work, we therefore ask: Can we
devise an ef cient federated optimization method to encourage a more fair (i.e., more
uniform) distribution of the model performance across devices in federated networks?
There has been tremendous recent interest in developing fair methods for machine
learning [see, e.g.,59, 83]. However, current approaches do not adequately address
concerns in the federated setting. For example, a common de nition in the fairness
literature is to enforce accuracy paritybetween protected groups?! [315. For devices in
massive federated networks, however, it does not make sense for the accuracy to be
identicalon each device given the signi cant variability of data in the network. Recent
work has taken a step towards addressing this by introducing good-intent fairnessn which
the goal is instead to ensure that the training procedure does not over t a model to any
one device at the expense of another R15. However, the proposed objective is rigid in

Wwhile fairness is typically concerned with performance between “groups”, we de ne fairness in the
federated setting at a more granular scale in terms of the devices in the network. We note that devices may
naturally combine to form groups, and thus use these terms interchangeably in the context of prior work.
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the sense that it only maximizes the performance of the worst performing device/group,
and has only be tested in small networks (for 2-3 devices). In realistic federated learning
applications, it is natural to instead seek methods that can exibly trade off between
overall performance and fairness in the network, and can be implemented at scale across
hundreds to millions of devices.

In this work, we propose g-FFL, a novel optimization objective that addresses fairness
issues in federated learning. Inspired by work in fair resource allocation for wireless
networks, g-FFLminimizes an aggregate reweightedoss parameterized by q such that the
devices with higher loss are given higher relative weight. We show that this objective
encourages a device-level de nition of fairness in the federated setting, which generalizes
standard accuracy parity by measuring the degree of uniformity in performance across de-
vices.

As a motivating example, we examine the test ac-
curacy distribution of a model trained via a base-
line approach (FedAvg vs. g-FFLin Figure 4.1.
Due to the variation in the data across devices,
the model accuracy is quite poor on some de-
vices. By using g-FFL, we can maintain the same
overall average accuracy while ensuring a more
fair/uniform quality of service across the net-
work. Adaptively minimizing our  g-FFLobjective
results in a exible framework that can be tuned

Figure 4.1: Model performance (e.g., depending on the desired amount of fairness.

test accuracy) in federated networks
can vary widely across devices. Our To solve g-FFLin massive federated networks,
objective, g-FFL aims to increase the we additionally propose a lightweight and scal-
fairness/uniformity of model perfor- able distributed method, g-FedAvg Our method
mance while maintaining average carefully accounts for important characteristics
performance. of the federated setting such as communication-
ef ciency and low participation of devices [ 36,
209. The method also reduces the overhead of tuning the hyperparameter qin g-FFLby
dynamically estimating the step-sizes associated with different values of q.

Through extensive experiments on federated datasets with both convex and non-
convex models, we demonstrate the fairness and exibility of g-FFLand the ef ciency of
g-FedAvgcompared with existing baselines. In terms of fairness, g-FFLis able to reduce
the variance of accuracies across devices by 45% on average while maintaining the same
overall average accuracy. In terms of ef ciency, our distributed method, g-FedAvg is
capable of solving the proposed objective orders-of-magnitude more quickly than other
baselines. Finally, while we consider our approaches primarily in the context of federated
learning, we also demonstrate that g-FFLcan be applied to other related problems such
as meta-learning, helping to produce fair initializations across multiple tasks.
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4.2 Fair Federated Learning

Our fairness notion in this works follows De nition 1. There are many ways to mathe-
matically evaluate the uniformity of the performance. In this work, we mainly use the
varianceof the performance distribution as a measure of uniformity. However, we also
explore other uniformity metrics, both empirically and theoretically, in Appendix 4.4.1.
We note that a tension exists between the fairness/uniformityof the nal testing accuracy
and the averagedesting accuracy across devices. In general, our goal is to impose more
fairness/uniformitywhile maintaining the same (or similar) average accuracy.

Remark 3 (Connections to other fairness de nitions) . De nition 1 targets device-level
fairness, which has ner granularity than the classical attribute-level fairness such as accuracy
parity [315. We note that in certain cases where devices can be naturally clustered into groups
with speci c attributes, our de nition can be seen as a relaxed version of accuracy parity, in that
we optimize for similar but not necessarily identical performance across devices.

4.2.1 The objective: g-Fair Federated Learning ( g-FFL

A natural idea to achieve fairness as de ned in (1) would be to reweightthe objective—
assigning higher weights to devices with poor performance, so that the distribution of
accuracies in the network shifts towards more uniformity. Note that this reweighting
must be done dynamically, as the performance of the devices depends on the model
being trained, which cannot be evaluated a priori. Drawing inspiration from  a-fairness,
a utility function used in fair resource allocation in wireless networks, we propose the
following objective. For given local non-negative cost functions F, and parameter g O,
we de ne the g-Fair Federated Learning (g-FFL) objective as:

m

: Pk a1
min f —F , 4.1
I gPvg o 1k pwq 4.1)

where Fl? lp gdenotes Rp qgto the power of pg 1q Here, gqis a parameter that tunes the
amount of fairness we wish to impose. Setting q 0 does not encourage fairness beyond
the classical federated learning objective. A larger g means that we emphasize devices
with higher local empirical losses, Fgpwaqg thus imposing more uniformity to the training
accuracy distribution and potentially inducing fairness in accordance with De nition 1.
Setting fgpwqwith a large enough g reduces to classical minimax fairness [215, as the
device with the worst performance (largest loss) will dominate the objective. We note
that while the pg 1qterm in the denominator in (4.1) may be absorbed in py, we include it
as it is standard in the a-fairness literature and helps to ease notation. For completeness,
we provide additional background on a-fairness in Appendix 4.5.

As mentioned previously, g-FFLgeneralizes prior work in fair federated learning
(AFD [215, allowing for a exible tradeoff between fairness and accuracy as parameter-
ized by qg. In our theoretical analysis (Appendix 4.4), we provide generalization bounds
of g-FFLthat generalize the learning bounds of the AFLobjective. Moreover, based on
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our fairness de nition (De nition 1), we theoretically explore how  g-FFLresults in more
uniform accuracy distributions with increasing . Our results suggest that g-FFLis able to
impose “uniformity' of the test accuracy distribution in terms of various metrics such as
variance and other geometric and information-theoretic measures.

In our experiments (Section 4.3.2), on both convex and non-convex models, we show
that using the g-FFLobjective, we can obtain fairer/more uniform solutions for federated
datasets in terms of both the training and testing accuracy distributions.

4.2.2 The Solver: FedAvg-Style g-Fair Federated Learning ( g-FedAvg

In developing a functional approach for fair federated learning, it is critical to consider
not only what objective to solve but also how to solve such an objective ef ciently in a
massive distributed network. In this section, we provide methods to solve g-FFL We start
with a simpler method, g-FedSG[Xo illustrate our main techniques. We then provide
a more ef cient counterpart, ¢-FedAvg by considering local updating schemes. Our
proposed methods closely mirror traditional distributed optimization methods—mini-
batch SGD and federated averaging (FedAvg—but with step-sizes and subproblems
carefully chosen in accordance with the g-FFLproblem (4.1).

Achieving Variable Levels of Fairness: Tuning g. In devising a method to solve ¢-FFL
(4.1), we begin by noting that it is crucial to rst determine how to set . In practice, qcan
be tuned based on the desired amount of fairness (with larger qinducing more fairness).

As we describe in our experiments (Section 4.3.2), it is therefore common to train a family
of objective$or different qvalues so that a practitioner can explore the tradeoff between

accuracy and fairness for the application at hand.

One concern with solving such a family of objectives is that it requires step-size tuning
for every value of g. In particular, in gradient-based methods, the step-size inversely
depends on the Lipschitz constant of the function's gradient, which will change as we
change . This can quickly cause the search space to explode. To overcome this issue,
we propose estimating the local Lipschitz constant for the family of g-FFLobjectives by
using the Lipschitz constant we infer by tuning the step-size (via grid search) on just one
g(e.g.,g 0). This allows us to dynamically adjust the step-size of our gradient-based
optimization method for the g-FFLobjective, avoiding manual tuning for each qg. In
Lemma 1 below we formalize the relation between the Lipschitz constant, L,forg O
andqj O.

Lemma 1. If the non-negative functiorip ghas a Lipschitz gradient with constaht then for
any g¥ 0and at any point w,

Lgpvg  Lfpyve  afpud Y fpwgl (4.2)
is an upper-bound for the local Lipschitz constant of the gradiea%—pfq p gat point w.
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Proof. At any point w, we can compute the Hessianr 2 q—llfq lowg as:

r2

ilfq 'pvg  aft ‘pwalo s ooiSbobRHoodRBon  (4-3)

q
T} fpwgl | Lo

As aresult, }r Zq—llfq lovgh o Lgpvg  Lfpvd  qfpvd L}r fpivgl. O

A First Approach: g-FedSGD Our rst fair federated learning method, ¢g-FedSGDis
an extension of the well-known federated mini-batch SGD ( FedSGPmethod [209. ¢-
FedSGIDses a dynamic step-size instead of the normal xed step-size of FedSG[Based
on Lemma 1, for each local device k, the upper-bound of the local Lipschitz constant
is LRgpwef  gRpwdf 1}r Rpwgl. In each step of gFedSGD F, and F, on each selected
device k are computed at the current iterate and communicated to the central node. This
information is used to compute the step-sizes (weights) for combining the updates from
each device. The details are summarized in Algorithm 3. Note that g-FedSGI» reduced
to FedSGWwhen g 0. Itis also important to note that to run g-FedSGvith different
values of g, we only need to estimate L once by tuning the step-size on g 0and can
then reuse it for all values of qj O.

Algorithm 3 g-FedSGD

1 Input: K, T,q {L,w° p,k 1, ,m

2.fort 0, ,T 1do

3: Server selects a subsets; of K devices at random (each devicek is chosen with
prob. py)

4:  Server sendsw! to all selected devices

5. Each selected devicek computes:

D Feow'a Rew'q
h af! ‘pv'ay Rew'af  LRYpv'q

. Each selected devicek sends D, and h back to the server
7:  Server updatesw! ! as:

(o]

Dt

Wt 1 Wt o kPS tk
ks, Nk

8: end for

Improving Communication-Ef ciency:  g-FedAvg In federated settings, communication-
ef cient schemes using local stochastic solvers (such asFedAvg have been shown to
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Algorithm 4 g-FedAvg

1: Input: K, E, T,q, 2{L,h,w® p,k 1, ,m

2.fort 0, ,T 1do

3: Server selects a subset; of K devices at random (each devicek is chosen with
prob. py)

4:  Server sendsw! to all selected devices

5:  Each selected devicek updates w! for E epochs of SGD onF, with step-size h to

6: Elatﬁfilnsé{_teclted devicek computes:

Dwj, Lpa' W 'q
Di  Fpv'cPwj
1
b aR “pv'alDwi}®  LR/pw'q

7:  Each selected devicek sends Dtk and h}( back to the server
Server updates w! las:

o

Dt
wtd o owt e kKPSt tk
kPS; hk

9: end for

signi cantly improve convergence speed [ 209. However, when q O, the F,? ! term
is not an empirical average of the loss over all local samples due to the q 1 exponent,
preventing the use of local SGD as in FedAvg To address this, we propose to generalize
FedAvdgfor g 0 using a more sophisticated dynamic weighted averaging scheme. The
weights (step-sizes) are inferred from the upper bound of the local Lipschitz constants

of the gradients of Flf 1, similar to g-FedSGDrlo extend the local updating technique of
FedAvgto the g-FFLobjective (4.1), we propose a heuristic where we replace the gradient
r K inthe g-FedSGBteps with the local updates that are obtained by running SGD locally
on device k. Similarly, g-FedAvgis reduced to FedAvgwhen q 0. We provide additional
details on g-FedAvgin Algorithm 4. As we will see empirically, g-FedAvgcan solve g-FFL
objective much more ef ciently than ¢-FedSGue to the local updating heuristic. Finally,
recall thatasqN 8 the o-FFLobjective recovers that of the AFL However, we empirically
notice that g-FedAvghas a more favorable convergence speed compared toAFLwhile
resulting in similar performance across devices.

4.3 Evaluation

We now present empirical results of the proposed objective, g-FFL, and proposed methods,
g-FedAvgand g-FedSGDWe describe our experimental setup in Section 4.3.1. We then
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demonstrate the improved fairness of g-FFLin Section 4.3.2, and compareg-FFLwith
several baseline fairness objectives in Section 4.3.3. Finally, we show the ef ciency of
g-FedAvgcompared with g-FedSGIh Section 4.3.4. All code, data, and experiments are
publicly available at github.com/litian96/fair_flearn

4.3.1 Experimental Setup

Federated Datasets. We explore a suite of federated datasets using both convex and non-
convex models in our experiments. The datasets are curated from prior work in federated
learning [ 181, 209 215, 265 as well as recent federated learning benchmarks [43]. In
particular, we study: (1) a synthetic dataset using a linear regression classi er, (2) a
Vehicle dataset collected from a distributed sensor network [ 75] with a linear SVM for
binary classi cation, (3) tweet data curated from Sentiment140 [ 101] (Sent140) with an
LSTM classi er for text sentiment analysis, and (4) text data built from The Complete
Works of William Shakespea209 and an RNN to predict the next character. When
comparing with AFL we use the two small benchmark datasets (Fashion MNIST [302
and Adult [ 34]) studied in [ 215. When applying g-FFLto meta-learning, we use the
common meta-learning benchmark dataset Omniglot [ 162. Full dataset details are given
in Appendix 4.6.1.

Implementation.  We implement all code in Tensor ow [ 2], simulating a federated
network with one server and m devices, where mis the total number of devices in the
dataset (Appendix 4.6.1). We provide full details (including all hyperparameter values)
in Appendix 4.6.2.

4.3.2 Fairness ofg-FFL

In our rst experiments, we verify that the proposed objective g-FFLIeads to more fair
solutions (De nition 1) for federated data. In Figure 4.2, we compare the nal testing
accuracy distributions of two objectives (g 0 and a tuned value of qj 0) averaged
across 5 random shuf es of each dataset. We observe that while the average testing
accuracy remains fairly consistent, the objectives with g O result in more centered (i.e.,
fair) testing accuracy distributions with lower variance. In particular, while maintaining
roughly the same average accurag¥;FLreduces the variance of accuracies across all devices
by 45% on averageWe further report the worst and best 10% testing accuracies and
the variance of the nal accuracy distributions in Table 4.1. Comparing g 0 and
gi O, we see that the average testing accuracy remains almost unchanged with the
proposed objective despite signi cant reductions in variance. We report full results
on all uniformity measurements (including variance) in Table 4.5 in the appendix, and
show that g-FFLencourages more uniform accuracies under other metrics as well. We
observe similar results on training accuracy distributions in Figure 4.6 and Table 4.6,
Appendix 4.7. In Table 4.1, the average accuracy is with respect to all data points, not all
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devices; however, we observe similar results with respect to devices, as shown in Table
4.7, Appendix 4.7.

Figure 4.2: g-FFLIleads to fairer test accuracy distributions. While the average accuracy
remains almost identical (see Table 4.1), by settingqj 0, the distributions shift towards
the center as low accuracies increase at the cost of potentially decreasing high accuracies
on some devices. Settingg 0 corresponds to the original objective (3.1). The selectedq
values for g 0O on the four datasets, as well as distribution statistics, are also shown in
Table 4.1.

Table 4.1: Statistics of the test accuracy distribution for g-FFL By setting q j O, the
accuracy of the worst 10% devices is increased at the cost of possibly decreasing the
accuracy of the best 10% devices. While the average accuracy remains similar, the
variance of the nal accuracy distribution decreases signi cantly. We provide full results

of other uniformity measurements (including variance) in Table 4.5, Appendix 4.7.1, and
show that g-FFLencourages more uniform distributions under all metrics.

S Average Worst10% Best10% Variance

Dataset Objective (%) (%) (%)
Synthetic q O 80.8 9 18.8 50 100.0 oo 724 72
q 1 79.0 12 31.1 18 100.0 oo 472 14
Vehicle q O 87.3 5 43.0 10 957 10 291 18
qg 5 87.7 7 69.9 94.0 . 48 s
q O 65.1 48 159 49 100.0 oo 697 132
Sent140 q 1 665 2 23.0 14 100.0 oo 509 30
Shakespeare q O 51.1 3 39.7 28 729 67 82 u
q .001 52.1 3 421 21 69.0 a4 54 27

Choosing g. As discussed in Section 4.2.2, a natural question is to determine how
g should be tuned in the g-FFLobjective. Our framework is exible in that it allows
one to choose q to tradeoff between fairness/uniformity and average accuracy. We
empirically show that there are a family of g's that can result in variable levels of fairness
(and accuracy) on synthetic data in Table 4.11, Appendix 4.7. In general, this value can
be tuned based on the data/application at hand and the desired amount of fairness.
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Another reasonable approach in practice would be to run Algorithm 4 with multiple
gs in parallel to obtain multiple nal global models, and then select amongst these
based on performance (e.g., accuracy) on the validation data. Rather than using just one
optimal qfor all devices, for example, each device could pick a device-speci ¢ model
based on their validation data. We show additional performance improvements with this
device-speci c strategy in Table 4.12 in Appendix 4.7. Finally, we note that one potential
issue is that increasing the value of g may slow the speed of convergence. However, for
values of qthat result in more fair results on our datasets, we do not observe signi cant
decrease in the convergence speed, as shown in Figure 4.8, Appendix 4.7.

4.3.3 Comparison with Other Objectives

Next, we compare g-FFL with other objectives that are likely to impose fairness in
federated networks. One heuristic is to weight each data point equally, which reduces

to the original objective in (3.1) (i.e., g-FFLwith g 0) and has been investigated in
Section 4.3.2. We additionally compare with two alternatives: weighting devices equally
when sampling devices, and weighting devices adversarialljpamely, optimizing for the
worst-performing device, as proposed in Mohri et al. [215].

Weighting Devices Equally.  We compare also g-FFLwith uniform sampling schemes
and report testing accuracy in Figure 4.3. While the "weighting each device equally'
heuristic tends to outperform our method in training accuracy distributions (Figure 4.7
and Table 4.8 in Appendix 4.7), we see that our method produces more fair solutions in
terms of testingaccuracies. One explanation for this is that uniform sampling is a static
method and can easily over t to devices with very few data points, whereas g-FFLwill
put less weight on a device once its loss becomes small, potentially providing better
generalization performance due to its dynamic nature.

Figure 4.3: g-FFL(gj 0) compared with uniform sampling. In terms of testing accuracy,
our objective produces more fair solutions than uniform sampling. g-FFLachieves similar
average accuracies and more fair solutions.

Weighting Devices Adversarially. We further compare with AFL[215, which is the
only work we are aware of that aims to address fairness issues in federated learning. We
implement a non-stochastic version of AFLwhere all devices are selected and updated
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each round, and perform grid search on the AFLhyperparameters, gy and g, . In order to
devise a setup that is as favorable to AFLas possible, we modify Algorithm 4 by sampling
all devices and letting each of them run gradient descent at each round. We use the
same small datasets (Adult [34] and subsampled Fashion MNIST [ 302) and the same
logistic regression model as in Mohri et al. [215]. Full details of the implementation and
hyperparameters (e.g., values of g; and ) are provided in the appendix. We note that,
as opposed to AFL, g-FFLis exible depending on the amount of fairness desired, with
larger qleading to more accuracy uniformity. As discussed, g-FFLgeneralizes AFLin this
regard, as AFLis equivalent to g-FFLwith a large enough g. In Table 4.2, we observe that
g-FFLcan in fact achieve higher testing accuracy than AFLon the device with the worst
performance (i.e., the problem that the AFLwas designed to solve) with appropriate q.
This also indicates that g-FFLobtains the most fair solutions in certain cases. We also
observe that g-FFLconverges faster in terms of communication rounds compared with
AFLto obtain similar performance (Appendix 4.7), which we speculate is due to the
non-smoothness of the AFLobjective.

Table 4.2: Our objective compared with weighing devices adversarially ( AFL[215). In
order to be favorable to AFL we use the two small, well-behaved datasets studied in [ 215.
o-FFLpgj Ogoutperforms AFLon the worst testing accuracy of both datasets. The tunable
parameter g controls how much fairness we would like to achieve—larger qinduces less
variance. Each accuracy is averaged across 5 runs with different random initializations.

Adult Fashion MNIST
Objectives average PhD non-PhD |average shirt pullover T-shirt
(%) (%) (%) (%) (%) (%) (%)
g-FFLg=0 | 83.2 69.9 . 833 788 2 66.0 + 845 5 85.9 s

1 1
AFL 825 5 73.0 22 826 s |77.8 12 71.4 12 810 36 82.1 zs
og-FFLg;>0 | 826 1+ 741 s 827 . 77.8 » 74.2 - 78.9 4 80.4 s
o-FFL o> 823 1 744 s 824 . 771 o 747 o 77.9 4 78.7 &

4.3.4 Efciency of the Method ¢g-FedAvg

In this section, we show the ef ciency of our proposed distributed solver, g-FedAvg by
comparing Algorithm 4 with its non-local-updating baseline  g-FedSGRAlgorithm 3) to
solve the same objective (sameqi 0as in Table 4.1). At each communication round, we
have each method perform the same amount of computation, with g-FedAvgrunning one
epoch of local updates on each selected device whileg-FedSGIRuns gradient descent with
the local training data. In Figure 4.4, g-FedAvgconverges faster than g-FedSGIh terms
of communication rounds in most cases due to its local updating scheme. The slower
convergence of g-FedAvgcompared with g-FedSGDBn the synthetic dataset may be due
to the fact that when local data distributions are highly heterogeneous, local updating
schemes may allow local models to move too far away from the initial global model,
potentially hurting convergence; see Figure 4.10 in Appendix 4.7 for more details.
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Figure 4.4. For a xed objective (i.e., g-FFLwith the same (), the convergence ofg-FedAvg
(Algorithm 4), g-FedSGRAIgorithm 3), and FedSGLFor g-FedAvgand g-FedSG[Dwe tune
a best step-size onq 0 and apply that step-size to solve g-FFLwith qj 0. For gFedSGD
we tune the step-size directly. We observe that (1) g-FedAvgconverges faster in terms
of communication rounds; (2) our proposed ¢-FedSGBolver with a dynamic step-size
achieves similar convergence behavior compared with a best-tuned FedSGD

To demonstrate the optimality of our dynamic step-size strategy in terms of solving
g-FFL, we also compare our solver g-FedSGWith FedSGRmiith a best-tuned step-size. For
g-FedSGpwe tune a step-size onq 0 and apply that step-size to solve g-FFLwith g O.
g-FedSGMDas similar performance with FedSGDwhich indicates that (the inverse of) our
estimated Lipschitz constant on qij 0is as good as a best tuned xed step-size. We can
reuse this estimation for different g's instead of manually re-tuning it when gchanges.
We show the full results on other datasets in Appendix 4.7. We note that both proposed
methods g-FedAvgand g-FedSGIBan be easily integrated into existing implementations
of federated learning algorithms such as TensorFlow Federated [1].

4.3.5 Beyond Federated Learning: Applying g-FFLto Meta-Learning

Finally, we generalize the proposed g-FFL objective to other learning tasks beyond
federated learning. One natural extension is to apply ¢g-FFLto meta-learning, where each
task can be viewed as a device in federated networks. The goal of meta-learning is to
learn a model initialization such that it can be quickly adapted to new tasks using limited
training samples. However, as the new tasks can be heterogeneous, the performance
distribution of the nal personalized models may also be non-uniform. Therefore, we
aim to learn a better initialization such that it can quickly solve unseen tasks in a fair
manner, i.e., reduce the variance of the accuracy distribution of the personalized models.
To achieve this goal, we propose a new method, ¢-MAMLby combining g-FFLwith the
popular meta-learning method MAMI[92]. In particular, instead of updating the global
model in the way described in MAMlwe update the global parameters using the gradients
of the g-FFLobjective q—llFS l|0/v0, with weights inferred from Lemma 1. Similarly, ¢-MAML
with g O reduces to MAMland g-MAMWith q N 8 corresponds to MAMWith a most
“fair' initialization and a potentially lower average accuracy. The detailed algorithm is
summarized in Algorithm 5 in the appendix. We sample 10 tasks at each round during
meta-training, and train for 5 iterations of (mini-batch) SGD for personalization on meta-
testing tasks. We report test accuracy of personalized models on the meta-testing tasks.
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Table 4.3: Statistics of the accuracy distribution of per-
sonalized models using g-MAMLThe method with @ 0
corresponds to MAMLSimilarly, we see that the variance
is reduced while the accuracy of the worst 10% devices is

increased.
. . | Average Worst10% Best 10% Variance
Flgure 4.5: q-FFLreSU”S Dataset Ob] (%) (%) (%)
in fairer (more centered) omnialot |@ 0| 791 o8 612 32 940 5 93 =z
initializations for meta- 9 11793 96 625 53 938 9 86 28

learning tasks.

From Figure 5 and Table 3 above, we observe thatg-MAMis able to learn initializations
which result in fairer personalized models with lower variance.
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4.4 Theoretical Analysis of the Proposed Objective ¢-FFL

4.4.1 Uniformity Induced by ¢-FFL

In this section, we theoretically justify that the g-FFLobjective can impose more unifor-
mity of the performance/accuracy distribution. As discussed in Section 4.2.1, ¢-FFLcan
encourage more fair solutions in terms of several metrics, including (1) the variance
of accuracy distribution (smaller variance), (2) the cosine similarity between the accu-
racy distribution and the all-ones vector 1 (larger similarity), and (3) the entropy of the
accuracy distribution (larger entropy). We begin by formally de ning these fairness
notions.

De nition 8 (Uniformity 1: Variance of the performance distributlpriWe say that the perfor-
mance distribution om devices Fpwg . . ., Fnpvquis more uniform under solutiom thanw?!
if

Varpripwng, . .. Fapvag  Varprpa'y ... Fapaviog

De nition 9  (Uniformity 2: Cosine similarity between the performance distribution &hdWe

say that the performance distributionmfdevices Fpwvg . . ., Fnpwvquis more uniform under
solutionw than w?if the cosine similarity betweerFpvg . . ., Fnpivquand 1 is larger than that
betweert Fpw’g . . . ,Fmpwiquandi, i.e.,

b% rkankp’Vq ¥ b% urkankpN]q.
% kmleszq % kmlesz]q

o

De nition 10 (Uniformity 3: Entropy of performance distributign We say that the performance
distribution of m devicesFpwg . . ., Fmpwquis more uniform under solution w than if

HpFpvaq ¥ FpFpiviog

wherelH pFpwqgs the entropy of the stochastic vector obtained by normalidigvg . . ., Fmpvau
de ned as

m

o hPvg log ° FRowg
K 1 k 1 FPNg k 1FPNg

To enforce uniformity/fairness (de ned in De nition 8, 9, and 10), we propose
the g-FFL objective to impose more weights on the devices with worse performance.
Throughout the proof, for the ease of mathematical exposition, we consider a similar
unweighted objective:

M pFpwaa: (4.4)

$ »
& m L q 1.

Ropvg
k 1

3l

min %fquq
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and we denote w, as the global optimal solution of min  fqpwvg
We rst investigate the special case of @ 1and showthat q 1 results in more fair
solutions than g 0 based on De nition 8 and De nition 9.

Lemma 2. q 1 leads to a more fair solution (smaller variance of the model performance
distribution) thanq 0, i.e.,VarpFpw,q ... ,Fmpwv,0q VarpFpw,g .. .,Fmpwvyag

Proof. Use the fact that w, is the optimal solution of miny, f;pvg and wy is the optimal
solution of min , fopwg we get

o o

2
< 1Fepvig 1. < 1 Fepwgg 1.7
k 1"k 1 k 1%k 0
— 5 Rewa =SS — R
i1 i1
° 2
K 1FZpweg 1.
o LIS T Rpweg . (4.5)
i1
L]

Lemma 3. g 1leadsto a more fair solution (larger cosine similarity between the performance
distribution and1) thanq O, i.e.,

o o]

%b E 1 kaN1q¥ %b km 1 FkFWoCI_
=FR2pw,q =FR2ow,d

Proof. As X " Row,q ¥ = ' Rpwggand & FPpv,g ¥ L FPpw,g it di-
rectly follows that

o o

%b K1 kaN1q¥ %b K1 ka’Voq
m oW, q i FePod

]

We next provide results based on De nition 10. It states that for arbitrary q¥ 0, by
increasing g for a small amount, we can get more uniform performance distributions
de ned over higher-orders of the performance.

Lemma 4. Let Fpwvqbe twice differentiable iw with r 2Fpvg j O (positive de nite). The

derivative ofH pF9pw ,qqwith respect to the variablp evaluated at the poinp g is non-
negative, i.e.,

B
— HpFd ¥ 0,
Bp pF FquqIO ;

whereM pFpw,qgis de ned in(4.4)
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Proof.

. R o
Elq[j:qplquq E o kF:Npq In o kF::‘Npq (46)
Bp P q Bp « kFpwvpa k Fcpwpg b q
B. _Fowy q
— *——F——In F'pwvyq
B . _q
g AP (4.7)
K pq
’ q
B
B_prop . r wh.pwgq ;
In F'pwv,Q
) « Fiebwgg K
J
B q
 Fipugg  B%e o TPl @)
« kFPGd FPwgQ
J
’ B_E:)Wpcp . wF W, q
v In R'pvgg 1 . (4.9)
k kaquq
Now, let us examine B%wp . We know that r WFlprpq 0 by de nition. Taking
the derivative with respectto p, we have
B ,
r ﬁkapprqB—pwp InF’pwpa 1 1 wRipnv,g 0. (4.10)
k k
Invoking implicit function theorem,
B 1
oW CorARew,g  InFlpvya 11 WFlpwyg (4.11)

k k

Plugging B_Bpr - into (4.9), we get that B%F:IquprqqIO ] ¥ 0completing the proof. [

Lemma 4 states that for any p, the performance distribution of t |:1|°pr oG-, Fr'?]pr qu
is guaranteed to be more uniform based on De nition 10 than thatof t Flpp/qu e Frﬂp/quu
for a small enough e. Note that Lemma 4 is different from the existing results on the mono-
tonicity of entropy under the tilt operation, which would imply that B% M quprqq a(
for all g¥ O (see Beirami et al. [26, Lemma 11]).

Ideally, we would like to prove a result more general than Lemma 4, implying that
the distribution tF'pw, oG ..., Fmpw, quis more uniform than tFipw,g .. ., Fapw,qufor
any p, g and small enough e. We prove this result for the special case of m 2 in the
following.
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Lemma 5. Let Fpvgbe twice differentiable iw with r 2Fpwgi O (positive de nite). Ifm 2,
for any gPR , the derivative oM quprquith respect to the variable p is non-negative, i.e.,

B
_ q
Bplq pFpwqq ¥0,

whereM pFipwqgis de ned in(4.4).

Proof. First, we invoke Lemma 4 to obtain that

EF'-Iquprqq ¥ 0. (4.12)
Bp P a

Let q

Fowg
Fipvg  Fypwg
Without loss of generality assume that oqpv,q P p,%s, as we can relabel F, and F,

otherwise. Then, giventhat m 2, we conclude from (4.12)along with the monotonicity
of the binary entropy function in 0, %sthat

(4.13)

Qg :

B
—(qpV ¥ 0, 4.14
quq pqp q ( )

which in conjunction with (4.13) implies that

B Fpw,q °

Bp Fpwpg

(4.15)
pq

Given the monotonicity of x%with respectto x forall qj O, it can be observed that the
above is suf cient to imply that forany qj O,

q

B FRpwvyq
— ¥ 0. 4.16
Bp Fpwyq ( )
Going all of the steps back we would obtain thatforall pj O
B
= q
Bp M pFpw g ¥0. (4.17)
This completes the proof of the lemma. m

We conjecture that the statement of Lemma 4 is true for all PR , which would be
equivalent to the statement of Lemma 5 holding true forall mPN.

Thus far, we provided results that showed that ¢-FFL promotes fairness in three
different senses. Next, we further provide a result on equivalence between the geometric
and information-theoretic notions of fairness.

62



Lemma 6 (Equivalence between uniformity in entropy and cosine distang&FLencourages
more uniform performance distributions in the cosine distance sense (De nition 9) if any only if
it encourages more uniform performance distributions in the entropy sense (De nition 10), i.e.,
(a) holds if and only if (b) holds where

(a) for any pq PR, the derivative of hsinprquith respect to p is non-negative,

fiovy gy fiowyq
o to o} o) =
(b) foranyOo ta r,0o vao u, frp/vuq¥ frpwy g°

Proof. De nition 10 is a special case of H quprquith qg 1IfH quprqq'ncreases with

p for any p, g, then we are guaranteed to get more fair solutions based on De nition 10.
Similarly, De nition 9 is a special case of ;:'SNN—L‘E with t O,r 1. If % increases with
u forany t @ r, g-FFLcan also obtain more fair solutions under De nition 9.

Next, we show that (a) and (b) are equivalent measures of fairness.

Foranyr ¥ t¥ O,andanyu ¥ v ¥ 0,

ftpNuq¥ frpw, g 5 In frpw, g n ftrqu¥ 0

4.18
frp’vuq frpqu » frpNuq frpqu ( )
~ “B _ fipveq
di —In ——dt ¥ 0 4.19
v Bt frpwv g (4.19)
B ftprq
A —In ¥ 0, forany p¥ 0 4.20
B " frpwp yP 20
~ B B
ol B In frpw,q B In fipvp,g 2 0, forany p¥ 0 (4.21)
»
r
a t Bp—Bqln fqpwpodge O forany p,g¥ 0 (4.22)
. P
a Bp—Bq In fgpwv,g 2 0, forany p,q¥ 0 (4.23)
& B—E;I"-Iquprqq ¥0, forany p,q¥ 0. (4.24)

The last inequality is obtained using the fact that by taking the derivative of In fqpwvq
with respect to g, we get Fiquprqq [

Discussions. We give geometric (De nition 9) and information-theoretic (De nition 10)
interpretations of our uniformity/fairness notion and provide uniformity guarantees
under the g-FFLobjective in some cases (Lemma 2, Lemma 3, and Lemma 4). We reveal
interesting relations between the geometric and information-theoretic interpretations in
Lemma 6. Future work would be to gain further understandings for more general cases
indicated in Lemma 6.
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4.4.2 Generalization Bounds

In this section, we rst describe the setup we consider in more detail, and then provide
generalization bounds of g-FFL One bene t of g-FFLis that it allows for a exible tradeoff
between fairness and accuracy, which generalizes AFL (a special case ofg-FFL with
q N 8 ). We also provide learning bounds that generalize the bounds of the AFLobjective,
as described below.

Suppose the service provider is interested in minimizing the loss over a distributed
network of devices, with possibly unknown weights on each device:

m

L phqg o kEpxyq D JIPNXG yas (4.25)
k 1

where | is in a probability simplex L, mis the total number of devices, Dy is the local
data distribution for device Kk, his the hypothesis function, and | is the loss. We useL, phq
to denote the empirical loss:

m Nk

N s lys
Lipg * 57 Ipgg yia (4.26)
k1 Kj1

where ny is the number of local samples on device k and X, ykjd Dk
We consider a slightly different, unweighted version of g-FFL
. l bm q 1
min fgovg  — R “pwa, (4.27)
v M

which is equivalent to minimizing the empirical loss

m n

~ 5 n 5 k
Lgthg  max = Iphmy g Yo (4.28)
ninbpr 1y g My g

where 5 &7 1(p¥ 1,g¥ 0).

Lemma 7 (Generalization bounds gfFFLfor a speci c ). Assume that the lodsis bounded by
M i Oand the numbers of local samplesjarg,  ,nmg Then, for anyd j O, with probability
atleastl d, the following holds for anyy PL ,h P H:

m 2
~ ~ 5 1
Liphg e Aqdl dgphq E maxlyphg Liphg  M® Tkk log =

where Ad q } | }p,andl{p 1pg 1q 1
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Proof. Similar to the proof in Mohri et al. [215], forany dj O, the following inequality
holds with probability atleast1  dforany | PL,hPH:

m 2

Liphge Lyphg E maxL phg Liphg M€ _—Kjog 1 (4.29)
hPH 12 T d

Denote the empirical loss on device k nik jnkllphpxk,jq, ykjdas k. From Holder's
inequality, we have

1

m q 1l

ol

m m

- , . . ~ 1 1
Lipha * IyReo 70 R A dlaphg — 5 L.
k 1 k 1 k 1 P
Plugging L; phq = Agd qﬂqmqinto (4.29) yields the results. Il

Theorem 4 (Generalization bounds gfFFLfor anyl ). Assume that the lodsis bounded by
M j 0and the number of local samplesig, ,nmg Then, foranydj 0, with probability at
leastl d, the following holds for an{y PL ,h P H:

. . mo|2 1
L o max A L max E maxL L M€
| phq na gd g Lgphg ne nax L phg L, phq

where A q } | }p,andl{p 1pg 1q 1.

Proof. This directly follows from Lemma 7, by taking the maximum over all possible | 's
inL. [

Discussions. From Lemma 7, letting | % % and q N 8 , we recover the

generalization bounds in AFL[215. In that sense, our generalization results extend those
of AFLs. In addition, it is not straightforward to derive an optimal g with the tightest
generalization bound from Lemma 7 and Theorem 4. In practice, our proposed method

g-FedAvgallows us to tune a family of g's by re-using the step-sizes.

4.5 a-fairness and g-FFL

While it is natural to consider the a-fairness framework for machine learning, we are
unaware of any work that uses a-fairness to modify machine learning training objectives.
We provide additional details on the framework below; for further background on  a-
fairness and fairness in resource allocation more generally, we defer the reader to Mo
and Walrand [214], Shi et al. [256].

a-fairness [164, 214 is a popular fairness metric widely-used in resource allocation
problems. The framework de nes a family of overall utility functions that can be derived
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by summing up the following function of the individual utilities of the users in the
network:

#
Inpxq ifa 1

U
aPq =x 3 ifa¥0a 1.

Here Ugpxqrepresents the individual utility of some speci c user given  x allocated re-
sources (e.g., bandwidth). The goal is to nd a resource allocation strategy to maximize
the sum of the individual utilities. This family of functions includes a wide range of pop-
ular fair resource allocation strategies. In particular, the above function represents zero
fairness with a 0, proportional fairness [ 150 with a 1, harmonic mean fairness [62]
with a 2, and max-min fairness [234] with a 8

Note that in federated learning, we are dealing with costs and not utilities. Thus,
max-min in resource allocation corresponds to min-max in our setting. With this analogy,
itis clear that in our proposed objective g-FFL(4.1), the case whereq 8  corresponds
to min-max fairness since it is optimizing for the worst-performing device, similar to
what was proposed in Mohri et al. [215]. Also, g 0 corresponds to zero fairness, which
reduces to the original FedAvgobjective (3.1). In resource allocation problems, a can
be tuned for tradeoffs between fairness and system ef ciency. In federated settings, q
can be tuned based on the desired level of fairness (e.g., desired variance of accuracy
distributions) and other performance metrics such as the overall accuracy. For instance,
in Table 4.2 in Section 4.3.3, we demonstrate on two datasets that asg increases, the
overall average accuracy decreases slightly while the worst accuracies are increased
signi cantly and the variance of the accuracy distribution decreases.

4.6 Experimental Details

4.6.1 Datasets and Models

We provide full details on the datasets and models used in our experiments. The statistics
of four federated datasets used in federated learning (as opposed to meta-learning)
experiments are summarized in Table 4.4. We report the total number of devices, the
total number of samples, and mean and deviation in the sizes of total data points on each
device. Additional details on the datasets and models are described below.

* Synthetic: We follow a similar set up as that in Shamir et al. [253] and impose
additional heterogeneity. The modelis y  argmaxsoftmaxpVNx bggx PR®,wW P
R10 60 b P R19 and the goal is to learn a global W and b. Samples pXy, Yxg and
local models on each devicek satises Wy N pu,, 1g by Npu,1gue N, Ilg
Xk N pvk, Sg where the covariance matrix S is diagonal with S;; ] 12 Each
elementin v is drawn from N pB,1q B, N 0, 1g There are 100 devices in total and
the number of samples on each devices follows a power law.
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Vehicle 2 We use the same Vehicle Sensor (Vehicle) dataset as Smith et al[265],
modelling each sensor as a device. This dataset consists of acoustic, seismic, and
infrared sensor data collected from a distributed network of 23 sensors [ 75. Each
sample has a 100-dimension feature and a binary label. We train a linear SVM to
predict between AAV-type and DW-type vehicles. We tune the hyperparameters in
SVM and report the best con guration.

Sent140: This dataset is a collection of tweets curated from 1,101 accounts from
Sentiment140 [10]] (Sent140) where each Twitter account corresponds to a device. The
task is text sentiment analysis which we model as a binary classi cation problem. The
model takes as input a 25-word sequence, embeds each word into a 300-dimensional
space using pretrained Glove [228, and outputs a binary label after two LSTM layers
and one densely-connected layer.

Shakespeare: This dataset is built from The Complete Works of William Shakesp¢204.
Each speaking role in the plays is associated with a device. We subsample 31 speaking
roles to train a deep language model for next character prediction. The model takes
as input an 80-character sequence, embeds each character into a learnt 8-dimensional
space, and outputs one character after two LSTM layers and one densely-connected
layer.

Omniglot: The Omniglot dataset [ 162 consists of 1,623 characters from 50 different
alphabets. We create 300 meta-training tasks from the rst 1,200 characters, and 100
meta-testing tasks from the last 423 characters. Each task is a 5-class classi cation
problem where each character forms a class. The model is a convolutional neural
network with two convolution layers and two fully-connected layers.

Table 4.4: Statistics of federated datasets

Dataset Devices Samples Samples/device
mean stdev
Synthetic 100 12,697 127 73
Vehicle 23 43,695 1,899 349
Sent140 1,101 58,170 53 32
Shakespeare 31 116,214 3,749 6,912

4.6.2 Implementation Details

Machines. We simulate the federated setting (one server and m devices) on a server
with 2 Intel ® Xeon® E5-2650 v4 CPUs and 8 NVidid® 1080Ti GPUs.

Software. We implement all code in TensorFlow [2] Version 1.10.1.
Please segyithub.com/litian96/fair_flearn for full details.

2http:/lwww.ecs.umass.edu/~mduarte/Software.html
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Algorithm 5 ¢g-FFLapplied to MAMIg-MAML

1: Input: K, T,h,w% N, p,k 1, ,N

22fort 0, ,T 1do

3:  Sample abatch of$ (|S;| K) tasks randomly (each task k is chosen with proba-
bility py)

4:  Sendw! to all sampled tasks

5. Eachtaskk P S samples data D, from the training set and D& from the testing set,
and computes updated parameters on D: wi,  w' hr Fpw'q

6: Eachtaskk P S computes the gradients r ka/vtkq on D&

7. Eachtaskk P S computes:

Dl  Flowia Rawig
h, qf ‘puvigr Rowig?  LRpig

8: w! lisupdated as:

o

Dt
wtd o owt e KPSt tk
kPS; hk

9: end for

Hyperparameters. We randomly split data on each local device into 80% training set,
10% test set, and 10% validation set. We tune a besgjfrom t0.001,0.01,0.1,0.5,1,2,5,10,45
on the validation set and report accuracy distributions on the testing set. We pick up the
gvalue where the variance decreases the most, while the overall average accuracy change
(compared withthe g 0 case) is within 1%. For each dataset, we repeat this process for
ve randomly selected train/test/validation splits, and report the mean and standard
deviation across these ve runs where applicable. For Synthetic, Vehicle, Sent140, and
Shakespeare, optimalq values are 1, 5, 1, and 0.001, respectively. For all datasets, we
randomly sample 10 devices each round. We tune the learning rate and batch size on
FedAvgand use the same learning rate and batch size for all g-FedAvgexperiments of
that dataset. The learning rates for Synthetic, Vehicle, Sent140, and Shakespeare are
0.1, 0.01, 0.03, and 0.8, respectively. The batch sizes for Synthetic, Vehicle, Sent140, and
Shakespeare are 10, 64, 32, and 10. The number of local epochsis xed to be 1 for both
FedAvgand g-FedAvgregardless of the values of q.

In comparing g-FedAvgs ef ciency with g-FedSGJve also tune a best learning rate for
g-FedSGIimethodson g 0. For each comparison, we x devices selected and mini-batch
orders across all runs. We stop training when the training loss Fpwygdoes not decrease
for 10 rounds. When running AFLmethods, we search for a bestg,, and g, such that AFL
achieves the highest testing accuracy on the device with the highest loss within a xed
number of rounds. For Adult, weuse gy 0.1and g, 0.1 for Fashion MNIST, we use
gw 0.00landg; 0.01 We use the sameg,, as step-sizes forg-FedAvgon Adult and
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Fashion MNIST. In Table 4.2,q; 0.01,00 2for gFFLon Adultand q; 5,00 15for
g-FFLon Fashion MNIST. Similarly, the number of local epochs is xed to 1 whenever
we perform local updates.

4.7 Full Experiments

4.7.1 Full Results of Previous Experiments

Fairness of g-FFLUnder All Uniformity Metrics. We demonstrate the fairness of -
FFLin Table 4.1 in terms of variance. Here, we report similar results in terms of other
uniformity measures (the last two columns).

Table 4.5: Full statistics of the test accuracy distribution for g-FFL g-FFLincreases the
accuracy of the worst 10% devices without decreasing the average accuracies. We see
that g-FFLencourages more uniform distributions under all uniformity metrics de ned

in Appendix 4.4.2: (1) the variance of the accuracy distribution (De nition 8), (2) the
cosine similarity/geometric angle between the accuracy distribution and the all-ones
vector 1 (De nition 9), and (3) the KL-divergence between the normalized accuracy
vector a and the uniform distribution u, which can be directly translated to the entropy
of a (De nition 10) .

N Average Worst 10% Best 10% Variance Angle KL( a}u)

Dataset Objective (%) (%) (%) 0
Synthetic qg O 80.8 9 18.8 50 100.0 oo 724 72 195 11 .083 .013
q 1 79.0 12 31.1 18 100.0 oo 472 14 16.0 5 .049 .03
Vehicle q O 873 5 43.0 10 957 10 291 18 11.3 3 .031 .003
qg 5 87.7 7 699 & 940 o 48 5 46 2 .003 .o00
Sent140 qg O 65.1 48 159 49 100.0 oo 697 132 22.4 33 .104 o034
qg 1 66.5 2 23.0 14 100.0 oo 509 30 18.8 5 .067 .006
Shakespeareq 0 511 3 39.7 28 729 67 82 41 9.8 27 .014 .06
g .001 | 521 3 421 21 69.0 44 54 27 7.9 23 .009 .05
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Fairness of g-FFLw.r.t. Training Accuracy.  The empirical results in Section 4.3 are with
respect to testing accuracy. As a sanity check, we show that g-FFLalso results in more
fair training accuracy distributions in Figure 4.6 and Table 4.6.

Figure 4.6: g-FFL(gj O0) results in more centered (i.e., fair) training accuracy distributions
across devices without sacri cing the average accuracy.

Table 4.6: g-FFLresults in more fair training accuracy distributions in terms of all uni-
formity measurements—(a) the accuracy variance, (b) the cosine similarity (i.e., angle)
between the accuracy distribution and the all-ones vector 1, and (c) the KL divergence
between the normalized accuracy a and uniform distribution u.

Average Worst 10% Best 10% Variance Angle KL( a}u)

Dataset Objective (%) (%) (%) 0

Synthetic g O 81.7 3 23.6 11 100.0 o 597 10 17.5 3 .061 .02
qg 1 789 2 418 10 96.8 5 292 11 125 2 .027 .01

Vehicle qg O 875 2 495 102 949 7 237 97 10.2 24 .025 .11
g 5 878 5 71.3 22 93.1 14 37 12 4.0 7 .003 .01

Sent140 qg O 69.8 8 36.9 31 944 11 278 4 13.6 11.032 .006
qg 1 68.2 s 460 3 88.8 8 143 4 10.0 1 .017 .00

Shakespeareq 0 727 8 46.4 14 797 o 116 8 9.9 3 .015 .o01
g .001 [66.7 12 480 4 71.2 19 56 9 7.1 5 .008 .01
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Average Testing Accuracy w.r.t. Devices. In Section 4.3.2, we show thatg-FFLleads
to more fair accuracy distributions while maintaining approximately the same testing
accuracies. Note that we report average testing accuracy with respect to all data points
in Table 4.1. However, we observe similar results on average accuracy with respect to
all devicevetweeng Oand gj O objectives, as shown in Table 4.7. This indicates that
g-FFLcan reduce the variance of the accuracy distribution without sacri cing the average
accuracy over devices or over data points.

Table 4.7: Average testing accuracy underg-FFLobjectives. We show that the resulting
solutionsof g Oand g Oobjectives have approximately the same average accuracies
both with respect to all data points and with respect to all devices.

Dataset Objective Accuracy Wr(:/0 )Data Points | Accuracy %/Z)t Devices

Syntheic |G} 790 1 65 1

nae |89 s e

seniao |39 s e

Shakespeard (o, 221 - 600 »
Comparison with Uniform Sampling Devices. In Figure 4.7 and Table 4.8, we show

that in terms of training accuracies, the uniform sampling heuristic may outperform
g-FFL(as opposed to the testing accuracy results in Section 4.3). We suspect that this is
because the uniform sampling baseline is a static method and is likely to over t to those
devices with few samples. In additional to Figure 4.3 in Section 4.3.3, we also report the
average testing accuracy with respect to data points, best 10%, worst 10% accuracies, and
the variance (along with two other uniformity measures) in Table 4.9.

Figure 4.7: g-FFL(q i 0) compared with uniform sampling in training accuracy. We see
that on some datasets uniform sampling has higher (and more fair) training accuracies
due to the fact that it is over tting to devices with few samples.
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Table 4.8: More statistics comparing the uniform sampling objective with g-FFLin terms
of training accuracies. We observe that uniform sampling could result in more fair
training accuracy distributions with smaller variance in some cases.

... |Average Worst 10% Best 10% Variance Angle KL( a}u)

Dataset Objective (%) (%) (%) 0
Synthetic uniform 835 2 426 14 100.0 o 366 17 13.4 3.031 .002
q 1 789 2 418 10 968 5 292 11 125 2.027 o0z
Vehicle uniform 873 3 466 8 948 5 261 10 10.7 2 .027 .001
q 5 878 5 713 22 93.1 14 37 12 4.0 7 .003 .01
Sentl40 uniform 69.1 5 422 11 91.0 13 188 19 11.3 5.022 .o02
q 1 682 6 460 3 888 s 143 4 10.0 .1 .017 .000
Shakespeare uniform |57.7 15 541 17 724 32 32 7 52 5 .004 o001
q .001 [66.7 12 480 4 712 19 56 9 7.1 5 .008 .01

Table 4.9: More statistics showing more fair solutions induced by g-FFLcompared with
the uniform sampling baseline in terms of testaccuracies. Again, we observe that under
g-FFL the testing accuracy of the worst 10% devices tends to increase compared with
uniform sampling, and the variance of the nal testing accuracies is smaller. Similarly,
g-FFLis also more fair than uniform sampling in terms of other uniformity metrics.

... |Average Worst 10% Best 10% Variance Angle KL( a}u)

Dataset Objective (%) (%) (%) 0
Synthetic uniform |82.2 112 30.0 4 100.0 o 525 47 15.6 8 .048 .07
q 1 79.0 12 31.1 18 100.0 oo 472 14 16.0 5 .049 .03
Vehicle uniform 86.8 3 454 3 954 7 267 7 10.8 1 .028 .01
qg 5 877 o7 699 6 940 o 48 5 4.6 .2 .003 .00
Sent140 uniform |66.6 26 21.1 19 100.0 oo 560 19 19.8 7 .076 .006
qg 1 66.5 2 23.0 14 100.0 oo 509 3 18.8 5 .067 .006
Shakespeare uniform 509 4 410 37 706 54 71 3 9.1 28.012 .006
g .001 |521 3 421 21 69.0 44 54 27 7.9 23 .009 .05
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4.7.2 Additional Experiments

Effects of Data Heterogeneity and The Number of Devices on Unfairness.  To study
how data heterogeneity and the total number of devices affect unfairness in a more
direct way, we investigate into a set of synthetic datasets where we can quantify the
degree of heterogeneity. The results are shown in Table 4.10 below. We generate three
synthetic datasets following the process described in Appendix 4.6.1, but with different
parameters to control heterogeneity. In particular, we generate an 11D data— Synthetic
(IID) by setting the same W and b on all devices and setting the samples x, N 0, 1gfor
any device k. We instantiate two non-identically distributed datasets (Synthetic (1, 1) and
Synthetic (2, 2)) from Synthetic (a, b) where u, N p0,agand B, N 0, bqg Recall that
a, b allows to precisely manipulate the degree of heterogeneity with larger a, b values
indicating more statistical heterogeneity. Therefore, from top to bottom in Table 4.10, data
are more heterogeneous. For each dataset, we further create two variants with different
number of participating devices. We see that as data become more heterogeneous and as
the number of devices in the network increases, the accuracy distribution tends to be less
uniform.

Table 4.10: Effects of data heterogeneity and the number of devices on unfairness. For a
xed number of devices, as data heterogeneity increases from top to bottom, the accuracy
distributions become less uniform (with larger variance) for both g Oand g O.
Within each dataset, the decreasing number of devices results in a more uniform accuracy
distribution. In all scenarios (except on IID data), setting qj O helps to encourage more
fair solutions.

Dataset Objective Average Worst 10% Best 10% Variance

100 devices g O 89.2 s 709 3 1000 o 85 15

Synthetic (IID) qg 1 89.0 5 703 3 1000 o 88 19
50 devices g O 871 15 66,5 3 100.0 o 107 14

g 1 868 os 665 2 1000 o 109 13

. g O 83.0 9 36.8 2 100.0 o 452 22

Synthetic (L, 1) 100devices o 1 gr7 13 435 5 1000 o 362 s
' 50 devices g O 845 3 433 2 1000 o 370 37

q 1 851 8 473 3 100.0 o 317 4

. g 0 826 11 255 8 100.0 o 618 117

Synthetic (2, 2) 100devices 1 g2 o, 319 & 1000 o 484 7o
' 50 devices g O 859 10 36.8 7 100.0 o 421 s5

g 1 859 14 391 ¢ 100.0 o 396 76
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A Family of ¢'s Results in Variable Levels of Fairness. In Table 4.11, we show the
accuracy distribution statistics of using a family of g's on synthetic data. Our objective
and methods are not sensitive to any particular gsince allgj 0 values can lead to more
fair solutions compared with g 0. In our experiments in Section 4.3, we report the
results using the qvalues selected following the protocol described in Appendix 4.6.2.

Table 4.11: Test accuracy statistics of using a family ofg's on synthetic data. We show
results with g's selected from our candidate sett0.001,0.01,0.1, 1, 2,5, 10, &53-FFLallows
for a more exible tradeoff between fairness and accuracy. A larger qresults in more
fairness (smaller variance), but potentially lower accuracy. Similarly, a larger qgimposes
more uniformity in terms of other metrics—(a) the cosine similarity/angle between the
accuracy distribution and the all-ones vector 1, and (b) the KL divergence between the
normalized accuracy a and a uniform distribution u.

Dataset |Objective |Average Worst 10% Best 10% Variance Angle KL( a}u)
(%) (%) (%) 0

g=0 80.8 o9 188 50 100.0 oo 724 72 19.5 11 .083 o013

g=0.1 81.1 o8 221 8 100.0 oo 666 56 18.4 8 .070 .009

Synthetic | g=1 79.0 12 31.1 18 100.0 oo 472 14 16.0 5 .049 .003

=2 74.7 13 322 21 999 2 410 23 15.6 o7 .044 005

o=5 67.2 o9 30.0 48 943 14 369 51 16.3 12 .048 .10

Device-Specic . In these experiments, we explore a device-speci c strategy for
selecting g in g-FFL We solve g-FFLwith g P t0,0.001,0.01,0.1,1, 2,5, tGn parallel.
After training, each device selects the best resulting model based on the validation data
and tests the performance of the model using the testing set. We report the results in
terms of testing accuracy in Table 4.12. Interestingly, using this device-speci ¢ strategy
the average accuracy in fact increases while the variance of accuracies is reduced, in
comparison with g 0. We note that this strategy does induce more local computation
and additional communication load at each round. However, it does not increase the
number of communication rounds if run in parallel.
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Table 4.12: Effects of running g-FFLwith several g's in parallel. We train multiple global
models (corresponding to different g's) independently in the network. After the training
nishes, each device picks up a best, device-speci ¢ model based on the performance
(accuracy) on the validation data. While this adds additional local computation and
more communication load per round, the device-speci c strategy has the added ben-
e t of increasing the accuracies of devices with the worst 10% accuracies and devices
with the best 10% accuracies simultaneously. This strategy is built upon the proposed
primitive Algorithm 4, and in practice, people can develop other heuristics to improve
the performance (similar to what we explore here), based on the method of adaptively
averaging model updates proposed in Algorithm 4.

Dataset Objective |Average Worst 10% Best 10% Variance Angle KL( a}u)
(%) (%) (%) 0

=0 87.3 5 43.0 10 957 10 291 18 11.3 3.031 .003
Vehicle =5 87.7 7 699 s 940 o 48 5 4.6 2 .003 .o00
multiple q| 88.5 3 70.0 20 958 6 52 7 47 3 .004 .000
=0 51.1 3 397 28 729 67 82 41 9.8 27 .014 .06
Shakespeare g=.001 521 3 421 21 69.0 44 54 27 7.9 23 .009 .05

multiple q|52.0 15 41.0 43 72.0 a8 72 32 10.1 .7.017 .o000

Convergence Speed of g-FFL Sinceg-FFLpg Oqgis more dif cult to optimize, a natural
guestion one might ask is: willthe g-FFLqgj O objectives slow the convergence compared
with FedAv@ We empirically investigate this on the four datasets. We use g-FedAvgto
solve ¢-FFL, and compare it with FedAvg(i.e., solving g-FFLwith g 0). As demonstrated
in Figure 4.8, the qvalues that result in more fair solutions also do not signi cantly slow

down convergence.

Figure 4.8: The convergence speed ofg-FFLcompared with FedAvg We plot the distance
to the highest accuracy achieved versus communication rounds. Although g-FFLwith
>0 is a more dif cult optimization problem, for the  qvalues we choose that could lead
to more fair results, the convergence speed is comparable to thatofg 0.

Ef ciency of g-FFLCompared with AFL One added bene t of g-FFLis that it leads to
faster convergence than AFl—even when we use non-local-updatingnethods for both
objectives. In Figure 4.9, we show with respect to the nal testing accuracy for the single
worst device (i.e., the objective that AFLis trying to optimize), g-FFLconverges faster
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than AFL As the number of devices increases (from Fashion MNIST to Vehicle), the
performance gap between AFLand g-FFLbecomes larger becauseéAFLintroduces larger
variance.

Figure 4.9: g-FFLis more ef cient than AFL With the worst device achieving the same
nal testing accuracy, g-FFLconverges faster than AFL For Vehicle (with 23 devices) as
opposed to Fashion MNIST (with 3 devices), we see that the performance gap is larger.
We run full gradient descent at each round for both methods.

Ef ciency of g-FedAvgunder Different Data Heterogeneity. As mentioned in Ap-
pendix 4.7.1, one potential cause for the slower convergence of g-FedAvgon the synthetic
dataset may be that local updating schemes could hurt convergence when local data
distributions are highly heterogeneous. Although it has been shown that applying
updates locally results in signi cantly faster convergence in terms of communication
rounds [ 209 266, which is consistent with our observation on most datasets, we note
that when data is highly heterogeneous, local updating may hurt convergence. We
validate this by creating an 11D synthetic dataset (Synthetic-11D) where local data on each
device follow the same global distribution. We call the synthetic dataset used in Section
4.3 Synthetic-Non-IID. We also create a hybrid dataset (Synthetic-Hybrid) where half of
the total devices are assigned 11D data from the same distribution, and half of the total
devices are assigned data from different distributions. We observe that if data is per-
fectly 1ID, g-FedAvgis more ef cient than g-FedSGIDAs data become more heterogeneous,
g-FedAvgconverges more slowly than g-FedSGIh terms of communication rounds. For
all three synthetic datasets, we repeat the process of tuning a best constant step-size for
FedSGIand observe similar results as before — our dynamic solver g-FedSGbehaves
similarly (or even outperforms) a best hand-tuned FedSGD
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Figure 4.10: Convergence ofg-FedAvgcompared with g-FedSGinder different data
heterogeneity. When data distributions are heterogeneous, it is possible that g-FedAvg
converges more slowly than g-FedSGDAgain, the proposed dynamic solver g-FedSGD
performs similarly (or better) than a best tuned xed-step-size FedSGD
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Chapter 5

Robustness: Addressing Competing
Constraints Through Personalization

In federated learning, heterogeneity not only affects separate metrics such as accuracy
or fairness, but also affects how they interplay with each other. In this chapter, we
explore this direction by considering the constraints between fairness and robustness,
and propose a uni ed framework to probably address them simultaneously.

5.1 Overview

To deploy FL in practice, it is necessary for the resulting systems to be not only accurate,
but to also satisfy a number of pragmatic constraints regarding issues such as fairness,
robustness, and privacy. Simultaneously satisfying these varied constraints can be
exceptionally dif cult [144].

We focus in this work speci cally on issues of accuracy, fairness (i.e., limiting perfor-
mance disparities across the network [215]), and robustness (against training-time data
and model poisoning attacks). Many prior efforts have separately considered fairness or
robustness in federated learning. For instance, fairness strategies include using minimax
optimization to focus on the worst-performing devices [ 121, 215 or reweighting the
devices to allow for a exible fairness/accuracy tradeoff [ 182 184. Robust methods
commonly use techniques such as gradient clipping [ 277] or robust aggregation [ 35, 309.

While these approaches may be effective at either promoting fairness or defending
against training-time attacks in isolation, we show that the constraints of fairness and
robustness can directly compete with one another when training a single global model,
and that simultaneously optimizing for accuracy, fairness, and robustness requires careful
consideration. For example, as we empirically demonstrate (Section 5.3), current fairness
approaches can render FL systems highly susceptible to training time attacks from
malicious devices. On the other hand, robust methods may Iter out rare but informative
updates, causing unfairness [288].

In this work, we investigate a simple, scalable technique to simultaneously improve
accuracy, fairness, and robustness in federated learning. While addressing the competing
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constraints of FL may seem like an insurmountable problem, we identify that statistical

heterogeneity (i.e., non-identically distributed data) is a root cause for tension between
these constraints, and is key in paving a path forward. In particular, we suggest that
methods for personalized FL—which model and adapt to the heterogeneity in federated
settings by learning distinct models for each device—may provide inherentbene tsin
terms of fairness and robustness.

To explore this idea, we propose Ditto , a scalable federated multi-task learning
framework. Ditto can be seen as a lightweight personalization add-on for standard
global FL. It is applicable to both convex and non-convex objectives, and inherits similar
privacy and ef ciency properties as traditional FL. We evaluate Ditto on a suite of
federated benchmarks and show that, surprisingly, this simple form of personalization
can in fact deliver better accuracy, robustness, and fairness bene ts than state-of-the-art,
problem-speci ¢ objectives that consider these constraints separately. We summarize our
contributions below:

* We propose Ditto , a multi-task learning objective for federated learning that provides
personalization while retaining similar ef ciency and privacy bene ts as traditional FL.
We provide convergence guarantees for our proposed Ditto solver, which incorporate
common practices in cross-device federated learning such as limited device participa-
tion and local updating. Despite its simplicity, we show that Ditto can deliver similar
or superior accuracy relative to other common methods for personalized federated
learning.

* Next, we demonstrate that the bene ts of Ditto go beyond accuracy—showing that the
personalized objective can inherently offer robustnessuperior to that of common robust
FL methods across a diverse set of data and model poisoning attacks. On average
across all datasets and attacksDitto improves test accuracy by 6% (absolute) over
the strongest robust baseline.

 Similarly, we show that Ditto can naturally increase fairness—reducing variance of the
test accuracy across devices by 10% while maintaining similar or superior accuracy
relative to state-of-the-art methods for fair FL.

 Finally, we highlight that Ditto is particularly useful for practical applications where
we simultaneously care about multiple constraints (accuracy, fairness, and robust-
ness). We motivate this through analysis on a toy example in Section 5.2, as well as
experiments across a suite of federated datasets in Section 5.3.

5.2 Ditto : Global-Regularized Federated Multi-Task Learn-
ing
In order to explore the possible fairness/robustness bene ts of personalized FL, we

rst propose a simple and scalable framework for federated multi-task learning. As
we will see, this lightweight personalization framework is amenable to analyses while
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also having strong empirical performance. We explain our proposed objective, Ditto ,
in Section 5.2.1 and then present a scalable algorithm to solve it in federated settings
(Section 5.2.2). We provide convergence guarantees for our solver, and explain several
practical bene ts of our modular approach in terms of privacy and ef ciency. Finally, in
Section 5.2.3, we characterize the bene ts ofDitto in terms of fairness and robustness on
a class of linear problems. We empirically explore the fairness and robustness properties
against state-of-the-art baselines in Section 5.3.

5.2.1 Ditto Objective

Traditionally, federated learning objectives consider tting a single global model, w,
across all local data in the network. The aim is to solve:

mvivn GpFpvg . .. Fcpvaqqg (Global Obj)

where Fgwqis the local objective for device k, and Gp qgis a function that aggregates
the local objectives t Ripvguyps from each device. For example, in FedAvg [206, Gp qis

typically set to be a weighted average of lacal losses, i.e., E 1 PkFpwvg where py is a
pre-de ned non-negative weight such that |, px 1.

However, in general, each device may generate data x, via a distinct distribution D,
i.e., Rpowg:  Eyx p, rfkow; xgs To better account for this heterogeneity, it is common
to consider techniques that learn personalized, device-speci ¢ models, tVvyUpks aCross
the network. In this work we explore personalization through a simple framework for
federated multi-task learning. We consider two “tasks': the global objective (Global Obj),
and the local objective Fpvg which aims to learn a model using only the data of
device k. To relate these tasks, we incorporate a regularization term that encourages
the personalized models to be close to the optimal global model. The resulting bi-level
optimization problem for each device kP 1Ksis given by:

) I
min - hgicw q: Rovd 5 vie w
s.t. w Pargmin GpFpwg ... Rpnygqgq
w

(Ditto )

Here the hyperparameter | controls the interpolation between local and global mod-
els. When| is set to O, Ditto is reduced to training local models; as | grows large, it
recovers global model objective (Global Obj) (I N 8 ).

Intuition for Fairness/Robustness Bene ts. In addition to improving accuracy via
personalization, we argue that Ditto can offer fairness and robustness bene ts. To reason
about this, consider a simple case where data arehomogeneouacross devices. Without
adversaries, learning a single global model is optimal for generalization. However,
in the presence of adversaries, learning globally might introduce corruption, while
learning local models may not generalize well due to limited sample size. Ditto with
an appropriate value of | offers a tradeoff between these two extremes: the smaller| ,
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the more the personalized models vy can deviate from the (corrupted) global model w,
potentially providing robustness at the expense of generalization. In the heterogeneous
case (which can lead to issues of unfairness), a nite | exists to offer robustness and
fairness jointly. We explore these ideas more rigorously in Section 5.2.3 by analyzing the
tradeoffs between accuracy, fairness, and robustness in terms ofl for a class of linear
regression problems, and demonstrate fairness/robustness bene ts of Ditto empirically
in Section 5.3.

Other Personalization Schemes. Personalization is a widely-studied topic in FL. Our
intuition in Ditto is that personalization, by reducing reliance on the global model, can
reduce representation disparity (i.e., unfairness) and potentially improve robustness. It
is possible that other personalization techniques beyond Ditto offer similar bene ts: We
provide some initial, encouraging results on this in Section 5.3.4. However, we speci cally
explore Ditto due to its simple nature, scalability, and strong empirical performance.
Ditto is closely related to works that regularize personalized models towards their
average [72, 107, 108, similar to classical mean-regularized MTL [ 87]; Ditto differs by
regularizing towards a global model rather than the average personalized model. We
nd that this provides bene ts in terms of  analysis(Section 5.2.3), as we can easily reason
about Ditto relative to the global (I N 8 ) vs. local (I N 0) baselines;empirically, in
terms of accuracy, fairness, and robustness (Section 5.3); angbractically, in terms of the
modularity it affords our corresponding solver (Section 5.2.2).

Other Regularizers.  To encourage the personalized models vy to be close to the optimal
global model w , there are choices beyond thelL, norm that could be considered, e.qg.,
using a Bregman divergence-based regularizer or reshaping the L, ball using the Fisher
information matrix. Under the logistic loss (used in our experiments), the Bregman diver-
gence will reduce to KL divergence, and its second-order Taylor expansion will result in
an L, ball reshaped with the Fisher information matrix. Such regularizers are studied in
other related contexts like continual learning [ 156, 251], multi-task learning [ 317, or ne-
tuning for language models [129]. However, in our experiments (Section 5.3.4), we nd
that incorporating approximate empirical Fisher information[ 156, 312 or symmetrized
KL divergence [ 129 does not improve the performance over the simple L regularized
objective, while adding non-trivial computational overhead.

Remark (Relation to FedProx). We note that the L, term in Ditto bears resemblance
to FedProx, a method which was developed to address heterogeneity in federated
optimization [ 176. However, Ditto fundamentally differs from FedProx in that the goal
is to learn personalizednodels v, while FedProx produces a single global model w. For
instance, when the regularization hyperparameter is zero, Ditto reduces to learning
separate local models, whereas FedProx would reduce to FedAvg. In fact, Ditto is
signi cantly more general than FedProx in that FedProx could be used as the global
model solver in Ditto to optimize Gp q As discussed above, other regularizers beyond
the L, norm may also be used in practice.
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We note that Hu et al. [121] propose FedMGDA+, a method targeting fair and ro-
bust FL; however, this work combines classical fairness (minimax optimization) and
robustness (gradient normalization) techniques, in contrast to the multi-task learning
framework proposed herein, which we show can inherentlyprovide bene ts with respect
to both constraints simultaneously.

5.2.2 Ditto Solver

To solve Ditto , we propose jointly solving for the global model w and personalized
models tviups in an alternating fashion, as summarized in Algorithm 6. Optimization
proceeds in two phases: (i) updates to the global model, w , are computed across the
network, and then (ii) the personalized models vy are t on each local device. The process
of optimizing w is exactly the same as optimizing for any objective Gp qin federated
settings: If we use iterative solvers, then at each communication round, each selected
device can solve the local subproblem of Gp gapproximately (Line 5). For personalization,
device k solves the global-regularized local objective min, hgpvy; wtginexactly at each
round (Line 6-7). Due to this alternating scheme, our solver can scale well to large
networks, as it does not introduce additional communication or privacy overheads
compared with existing solvers for Gp q In our experiments (all except Table 5.3), we
use FedAvg as the objective and solver for Gp q under which we simply let device krun
local SGD on K (Line 5).

We note that another natural choice to solve the Ditto objective is to rst obtain w ,
and then for each device k, perform netuning on the local objective miny, hypvy;w ¢
These two approaches will arrive at the same solutions in strongly convex cases. In non-
convex settings, we observe that there may be additional bene ts of joint optimization:
Empirically, we nd that the updating scheme tends to guide the optimization trajectory
towards a better solution compared with netuning starting from  w , particularly when
w is corrupted by adversarial attacks (Section 5.3.4). Intuitively, under training-time
attacks, the global model may start from a random one, get optimized, and gradually
become corrupted as training proceeds [174]. In these cases, feeding inearly global
information (i.e., before the global model converges to w ) may be helpful under strong
attacks.

We note that Ditto with joint optimization requires the devices to maintain local
states (i.e., personalized models) and carry these local states to the next communication
round where they are selected. Solving Ditto with netuning does not need devices to
be stateful, while losing the bene ts of alternate updating discussed above.

Modularity of Ditto . From the Ditto objective and Alg 6, we see that a key advantage
of Ditto is its modularity, i.e., that we can readily use prior art developed for the Global
Obj along with the personalization add-on of hypvy; w g as highlighted in red. This has
several bene ts:

* Optimization: It is possible to plug in other methods beyond FedAvg [e.g., 148 179, 235
in Algorithm 6 to update the global model, and inherit the convergence bene ts, if any
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Algorithm 6 Ditto for Personalized FL

1: Input: K, T,s,1,h,wo,
22.fort 0, ,T 1do
3:  Server randomly selects a subset of devicesS;, and sendsw! to them

4. for device k P S; in parallel do
5: Solve the local sub-problem of Gp ginexactly starting from w! to obtain wlt(:
wi D UPDATE_GLOBALpwW', T Fpw'iqq
6: I* Solve hpvi;wlg */
7: Update vy for slocal iterations:
Vk Vi hpr Rvig v wiag
8: SendD} : wj w!back
9: end for

. t,,
10:  Server aggregatest Dy u:
w' 1D AGGREGATE W', tDjUprs,y

11: end for
12: Return tVileks (Personalized), w' (global)

(we make this more precise in Theorem 5).

* Privacy: Ditto communicates the same information over the network as typical FL
solvers for the global objective, thus preserving whatever privacy or communication
bene ts exist for the global objective and its respective solver. This is different from
most other personalization methods where global model updates depend on local
parameters, which may raise privacy concerns [196].

* RobustnessBeyond the inherent robustness bene ts of personalization, robust global
methods can be used with Ditto to further improve performance (see Section 5.3.4).

In particular, while not the main focus of our work, we note that Ditto may offer a
better privacy-utility tradeoff than training a global model. For instance, when training
Ditto , if we X the number of communication rounds and add the same amount of
noise per round to satisfy differential privacy, Ditto consumes exactly the same privacy
budget as normal global training, while yielding higher accuracy via personalization
(Section 5.3). Similar bene ts have been studied, e.g., via netuning strategies [312].

Convergence of Algorithm 6.  Note that optimizing the global model w! does not
depend on any personalized models tviupks. Therefore, w enjoys the same global
convergence rates with the solver we use for G. Under this observation, we present the
local convergence of Algorithm 6.
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Theorem 5 (Local convergence of Alg. 6; formal statement and proof in Theorem 14) .
Assume fork P Ks F is strongly convex and smooth, under common assumptions! if
converges tv  with rate gptg then there exists a consta@Gt8 such that fol PR, and for
kP IKs v}( converges toy: argmin Vi hepvi; w qwith rate Cgitg

Using Theorem 5, we can directly plug in previous convergence analyses for any Gp q
For instance, when the global objective and its solver are those of FedAvg, we can obtain
an Opl{tqconvergence rate for Ditto under suitable conditions (Corollary 4). We provide
a full theorem statement and proof of convergence in Appendix 5.5.

5.2.3 Analyzing the Fairness/Robustness Bene ts of Ditto in Simpli-
ed Settings

In this section, we more rigorously explore the fairness/robustness bene ts of Ditto
on a class of linear problems. Throughout our analysis, we assume Gp gis the standard
objective in FedAvg [206].

Point Estimation.  To provide intuition, we rst examine a toy one-dimensional point
estimation problem. Denote the underlying models for the devices as tvyiupks: Vk P

R, and let the points on device K, tX1,. . .,xk,nul, be observations of vy with random
perturbation, i.e., Xx; Vg Zj,wherezg; N m,s?gand are 1ID. Assume v, N pg, t 2q
where qis drawn from the uniform uninformative prioron R, andt is a known constant.

Here, t controls the degree of relatedness of the data on different devices: t =0
captures the case where the data on all devices are identically distributed while t N 8
results in the scenario where the data on different devices are completely unrelated. The
local objective is miny, Rvid  3pvk n—lk . xif. In the presence of adversaries, we
look at a speci c type of label poisoning attack. Let Kz denote the number of malicious
devices, and the “capability' of an adversary is modeled by t,, i.e., the underlying model
of an adversary follows N pg,t2qwhere t2 | t2.

We rst derive the Bayes estimator (which will be the most accurate and robust) for
the real model distribution by observing a nite number of training points. Then, we
show that by solving Ditto , we are able to recover the Bayes estimator with a proper
| (with the knowledge of t). In addition, the samé results in the most fair solution
among the set of solutions of Ditto parameterized by | . This shows that Ditto with a
proper choice of | is Bayes optimal for this particular problem instance. In general, in
our theorems, we prove that

s?2 K
nKt2 Sz t2q

We see thatl decreases when (i) there are more local samplesn, (ii) the devices are
less related (largert), or (iii) the attacks are stronger (larger number of attackers, Ka,

1For ease of notation, we assume each device has the same number of training samples. It is straightfor-
ward to extend the current analysis to allow for varying number of samples per device.
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and more powerful adversaries, t ;). Related theorems (Theorem 10-13) are presented in
Appendix 5.4.3.

Figure 5.1: Empirically, the | given by our theorems results in the most accurate, fair,
and robust solution within  Ditto 's solution space. | is also optimal in terms of accuracy
and robustness among any possible federated estimation algorithms.

Figure 5.2: Impact of data relatedness across all devices. Whenl{t is small (less related),
local outperforms global; when 1{t is large (more related), global is better than local.
Ditto (I ) achieves the lowest test error and variance (measured across benign devices).

In Figure 5.1, we plot average test error, fairness (standard deviation shown as error
bars), and robustness (test error in the adversarial case) across a set of 's for both clean
and adversarial cases. We see that in the solution space oDitto , there exists a speci ¢
| which minimizes the average test error and standard deviation across all devices at
the same timewhich is equal to the optimal | given by our theory. Figure 5.2 shows
(i) Ditto with | is superior than learning local or global models, and (i) | should
increase as the relatedness between devices (I ) increases.

Linear Regression. All results discussed above can be generalized to establish the
optimality of Ditto on a class of linear regression problems (with additional assumptions
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